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Abstract: In this paper we suggest the need for a
new class of transport service to handle the
requirements of digital continuous-media data
transfers and other applications that may desire to
trade of f data completeness for latenc vy
considerations. Specifically we defineaP artially
Error-Controlled Connection service under which
the user submits application- and endsystem-specific
parameters to coordinate the protocol’ s use of data
retransmissions for error reco very with latenc y
concerns. We implement a prototype of this service
as alightweight implementation enhancement to an
existing protocol, the Xpress T ransfer Protocol.
Measurements of our implementation suggest that
the PECC approach can pro vide for a service that
limits the frequency and duration of dataloss, which
a non-error-controlled service can not do, while
avoiding the delay-insensitivity of traditional error
control in afully reliable connection.

1. Introduction

As the paradigm for computing moves from central-
ized compute-servers to distributed systems, the experi-
ence base for b ulk-data and transactional protocolsis
expanding. Current networks enable large quantities of
data to be shared using application programs that mak e
the underlying data deli very service transparent to the
users. Windowing software environments for worksta-
tions decoupl e servers from displays, using many short
messages and fix ed-size page transfers to coordinate a
session between the server and the display. Yet there are
certain applications that produce data in a continuous
stream for which neither bulk data transfer nor a transac-
tional serviceis appropriate.

Multimedia describes the emerging network service
that unifies into one provider the ability to serve reliable
data exchanges and transactional interactions, as well as
audio and video transfers. The term digital continuous-
media communication ([1]) refersto data transfer where

the source produces an arbitrarily long stream of data at a
fixed rate such that the dataisintended for playback at the
receiving end. It is this aspect of playback that pre vents
continuous-media data transfers from using conventional
network services.

1.1. Continuous-media Data Transmissions

There are several characteristics that distinguish con-
tinuous-media data transmissions from other types of
datatransfers. Datais produced at afixed or nearly fixed
rate at the data source. For voice and video, both inher-
ently analog data sources, the signals must be converted
into some digital sampling. These samples are created
once per sampling interval. Since the recei ving device
must recreate as nearly as possible the analog signals pro-
duced at the source, the samples are “ played back” in the
same order and at the same rate they were produced. Thus
continuous-media data transmissions must be sequenced
and delivered within atime constraint. Failing to do either
causes the playback to deviate from the original.

Interestingly, though, the playback of certain types of
continuous-media data does not require complete integ-
rity of the data stream. V oice, for instance, can tolerate
corruption before the playback becomes noticeably
degraded to the human ear. Since humans are trained to
filter noise from speech, even poor playback can be suffi-
cient for awice service. Video, by virtue of being divided
into distinct frames, can tolerate |osses of parts of frames,
or even whole frames, before the video dataloses its con-
tiguity. Thus, tolerance of datalossis also a characteristic
of continuous-media data transmissions, athough exactly
how much and in what density dataloss can be tolerated
depends on the application and data compression algo-
rithms.

Since the datais being produced at afix ed rate, the
throughput requirements for continuous-media data
transmission are easily derived. For instance, when using
standard Pulse Code Modulation techniques, uncom-
pressed voi ce requires bandwidth of either 56 or 64 kilo-
bits per second to maintain an appropriate sampling of



the analog data. V ideo, on the other hand, may require
several megabytes per second if every frameissent at a
screen refresh rate of 30 times a second. Compression
algorithms reduce this throughput requirement, but the
aggregate of several streams over a single netw ork can
saturate the bandwidth of the underlying ph ysical net-
work. Consequently, specialized hardware has histori-
cally been used to transfer continuous-media data,
specifically public branch exchanges (PBXs) and radios
for voice, and television signal transmissions over cable
(CATV) and the airwaves for video. Computer networks
are designed for digital datatransfers; continuous-media
transmissions over computer networks require a rethink-
ing of traditional data transfer techniques.

1.2. Continuous-media Data Transfer s over
Computer Networks

Traditionallynetw orking protocols have been
designed to provide data transfer services biased toward
fully reliable and in-sequence deli very. Complex error
detection and correction algorithms using data integrity
checks, control messages, timers, and other forms of pro-
tection and detection are well-understood. Unreliable ser-
vice supports low-overhead data delivery that is neither
acknowledged nor sequenced. Continuous-media data
transmission, due to both its time-constrained and |oss-
tolerant characteristics, does not match well with the ser-
vices provided by either reliable or unreliable data deliv-
ery. Sincereliability is either al or nothing, a continuous-
media application using areliable data deli very service
may be blocked trying to recover from lost data, to the
detriment of the playback quality. If the serviceis unreli-
able, the playback rate may be maintained but excessive
data loss and/or out-of-sequence data may cause the play-
back to become incomprehensible.

Next-generation transport layer protocols are starting
to provide some solutions to the requirements of thistype
of data delivery. Error control in these protocolsis more
flexible, being decoupled from data sequencing and other
features such as flow and rate control. In particular, the
Xpress Transfer Protocol ([2]) offers a*no-error mode”
service that disables error control while maintaining all of
the sequencing and flow control of atraditional connec-
tion-oriented service. Because XTPisa transfer layer
protocol, having subsumed network layer responsibilities
along with transport layer services into a single protocol,
rate control is available on an end-to-end basis with the
active participation of the intermediate nodes in the path,
rather than on a hop-by-hop basis. Therefore, using rate
control procedures, the available bandwidth can more
easily be divided among the parties using the channel—

quite useful for applications whose rate of data produc-
tion is known and fixed.

The problem of providing an appropriate service to
continuous-media data transmission still exists, even with
new protocol features. The choice remains as to whether
or not to use areliable service. XTP of fersano-error
mode service to provide sequencing but no error recov-
ery; this service, however, can not ensure that a certain
quality of serviceis maintained. Corversely, in XTP there
is an option to have dataloss reported immediately, afea-
ture not present in traditional window-based error detec-
tion. This fast negative acknowledgement is useful when
out-of -sequence data most probably indicates lost data
rather than a delayed packet. Recovery time is minimized
since action is taken at the earliest moment. Yet this does
not guarantee that the error recovery mechanisms will not
impede the progress of the playback.

The type of error reco very mechanism appropriate
for continuous-media data transfer must attempt to
recover from lost datawhen it is possible to do so without
impeding the playback. When error reco very w ould
impede the playback, the mechanism must abandon the
lost datain favor of fresh data. Clearly such a mechanism
must be parameterized to accommodate the wide range of
acceptable data loss for the v arious continuous-media
applications and of playback timing f actors relative to
end-system architectures. This suggests the need for a
service with quality of service parameters lik e those for
traditional transport protocolsin order to guarantee either
maintaining a specified level of service or signaling the
service user that afailure has occurred.

1.3. Paper Overview

Therest of this paper is or ganized as follows. First,
we propose a Partially Error-Controlled Connection ser-
vice and outline a lightweight implementation providing
it. The algorithm underlying this serviceisne xt
described, followed by adiscussion of haw to use the ser-
vice. In order to understand the user -chosen parameters
better, experimental results are then presented and dis-
cussed. We conclude with a summary and observ ations
on the directions for further research.

2. Partially Error-Controlled Connection Service

In this paper we observ e that, while the no-error
mode is a useful service for applications where recovery
of lost data may impede the progress of the communica-
tion, this service provides only an on-off switch. We pro-
pose anew service, which wetermaP artially Error-
Controlled Connection (PECC) service, that allows the
application to parameterize error-control policy within



no dataloss

controlled
dataloss

arbitrary
dataloss

the underlying protocol in order to achie ve responsive-
ness to the application-specific trade-of f between mes-
sage |oss, on the one hand, and improved throughput and
timeliness of message delivery, on the other.

Figure 1 shows the ways that two aspects of an end-
to-end protocol—sequencingof the data and reliable
delivery, or completeness—are combined to meet the
needs of v arious paradigms. When the application
requires fully in-order sequencing and no data loss, the
service provides areliable connection. Without the aspect
of sequencing this service becomes an acknowledged dat-
agram, and if no efforts are made to ensure delivery, the
service degenerates to datagram. XTP fills the fourth
option, arbitrary dataloss with in-order delivery, by offer-
ing the no-error mode. The middle column is added for
continuous-media data transfers, where data loss is
acceptableif it is controlled. The proposed PECC service
sits between areliable connection service and the service
defined by XTP's no-error mode connection by providing
sequencing while allowing for a controlled amount of
data loss.

A PECC service exploits the trade-off of data com-
pleteness in favor of latency concernsthat are found in
time-constrained data transfers. The concept of a PECC
class of service addresses the needs, identified by a num-
ber of researchers ([3][4]) for an expansion of the tradi-
tional quality of service parametersin order to provide for
continuous-media applications. Specifically, PECC intro-
duces mechanisms for specifying packet error tolerance,
error recovery strategy, and certain end-system delay
properties that drive the selective use of retransmissions
for recovering packets that were lost in the network. Such
recovery tak es place when it does not conflict with
latency requirements while completeness is sacrificed
when recovery is not useful or too time-consuming. Thus,

the PECC service provides a time-constrained applica-
tion with error control that avoids undesirable blocking if
the amount and frequency of datalossin the network is at
alevel tolerable to the application. If the service guaran-
teeisviolated during a data transfer , the PECC service
provides an indication to the user.

2.1. Implementation Strategy

The sender-driven architecture of the X TP protocal,
and in particular its use of Automatic Repeat Request
(ARQ) error correction, offers a convenient architecture
for alow-overhead implementation of a controlled reli-
ability service. Specifically, the X TP receiving endpoint
can use more sophisticated error -reporting algorithms
based on application-specific parameters, and the X TP
sending endpoint need not be aware of this modification.
If, based on the user-submitted parameters for error toler-
ance, gaps in the data stream are ignored, the X TP recev-
ing endpoint reports this data as correctly recei ved and
the XTP sending endpoint will advance its state accord-
ingly. There need be no PECC-specific code on the send-
ing side.

This strategy of modified error-reporting algorithms
at the data sink is used for implementing the PECC ser-
vice described in this paper. In thisway the PECC service
is provided as a lightweight enhancement to an existing
end-to-end protocol. It is lightweight in two ways. First,
it does not require any change to the XTP protocol defi-
nition. The PECC mechanisms can be introduced selec-
tively at indi vidual XTP nodes such that full
interoperability with other end-systems is preserv ed.
Thereis even the capability for certain recei ving end-
pointsin an XTP multicast connection to use the PECC
mechanisms at the same time that other multicast receiv-
ersare not.



Second, the PECC code does not interfere with nor-
mal packet processing when a PECC-based transfer is
error-free, nor does it add any processing burden to other
datatransfer services. The modifications made to a soft-
ware implementation of XTP in which the PECC algo-
rithm is embedded include an interface call to invoke the
PECC behavior and a small amount of additional code
inside the module for processing pack ets received from
the network. Once areceiving X TP context is opened, the
user invokes the PECC option with an interf ace call on
the receiving side of the transfer. All other X TP interface
routines are unchanged.

2.2. PECC Algorithm

The PECC algorithm is invoked at the receiving XTP
endpoint whenever a packet received from the network is
being processed and that packet contains data that is out-
of-order. The algorithm is guided by four parametersin
the PECC interface call: f i f o_ok, wi ndow_| engt h,
wi ndow_densi t yand max_gap Since the PECC
algorithm isintended for a continuous-media distribution
service, the XTP recei ver logically places the data
received from the network into a FIFO buffer that is emp-
tied by an isochronous reader. Fi f ook indicates the
amount of datain bytes that must be a vailable to the
reader before the recei ving X TP will request aretrans-
mission of lost data. Since the reader emptiesits FIFO at
afixed rate, the depth of the FIFO feeding the reader
tranglates directly into an amount of time after which the
reader will have consumed the data currently in its FIFO.
The fi f o_okv ariable represents the PECC service
user’s estimate of the amount of time needed for |lost
packets to be reco vered by retransmission from the
source without the reader’ s FIFO underflowing in the
mean time.

W ndow_| engtamd wi ndow_densi taye
parameters concerning the tolerance for the frequency
and duration of errors during the transfer . The service
guarantee to the user is that no more than
wi ndow_densi t y bytes of datawill be skipped in any
interval of wi ndow_| engt h data bytes. Skipping data
refers to the X TP receiver advancing its state as though a
group of missing data had been correctly recei ved. The
receiver’'s new state is eventually reported through nor-
mal protocol procedures to the transmitter, and the trans-
mitter’s state will advance accordingly. For the purposes
of the PECC service the skipped datais regarded as hav-
ing been placed in the recei ving FIFO, though the exact
actions upon skipping data are implementation-depen-
dent.

Finally, max_gap represents the maximum number
of bytesthat will be skipped in any one pass through the

PECC algorithm. Max__gap controlsthe rate, relative to
new data packets arriving, at which data in the receiver's
buffersis skipped.

The PECC service reports f ailure when the service
guarantee on the spacing and size of skipped data must be
violated in order for the data transfer to continue in a
timely fashion. When afailure occurs, the PECC imple-
mentation provides the user with an indication of failure,
skips the missing data, and continues the data transfer.

A schematic of the PECC algorithm is shown in Fig-
ure 2. Thefirst decision point compares the current depth
of thereader’'sFIFO to thevalue of f i f 0_ok inorder to
determine if there exists enough datain the reader’s FIFO
such that retransmission of the current “gap” in the data
can be carried out in atimely manner This gap in the data
is defined to be the group of data between the highest
sequence number? for contiguously received data and the
next span of v alid data in the recei ver's buffers, which
may be the packet currently being processed.

If the FIFO’s depth is greater than f i f o_ok, Arc1
is followed, meaning that packet processing continues as
it would in areliable transfer. This processing includes
the reporting of the gap in the receiver’s buffers when the
next control packet is sent from the receiver to the trans-
mitter. Otherwise, Arc 2 istak en, and the second test in
the PECC algorithm determinesiif the current gap in the
receiver’s buffers can be skipped.

The second test involves comparing the gap’s size to
the minimum of two values: (1) the value of max_gap
and (2) the maximum amount of data that can be skipped
in the current window. The latter is determined by the
value of Wi ndow_| engt h and the amount of data that
has been recently skipped. If the gap is smaller, thenitis
skipped (Arc 3 istaken), and packet processing continues
under that assumption. Under X TP no-error mode trans-
fers, all data up to the packet being currently processed is
skipped whenever a pack et with out-of-sequence data
arrives.

If the gap in the data can not be skipped, Arc 4 isfol-
lowed and the maximum acceptable amount of data, as
determined by the value calculated in the second test, is
skipped. The depth of the FIFO is now tested again to see
if the addition of the skipped data has increased the
FIFO’s depth enough that there is now time for the addi-
tional lost data to be retransmitted. If so, Arc 5istraced
and packet processing continues with the new state. The
gap has been partially skipped and the recei ving FIFO
artificially lengthened. As protocol processing continues,
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areguest for the remaining part of the g ap will be sent,
when appropriate under XTP's procedures, to the trans-
mitter.

If skipping the maximum acceptable amount of data
at this point did not b uy enough time to reco ver the
remainder of the current g ap, Arc 6isfollo wed. Since
there is not time to recover the data, the rest of thegap is
skipped, and a variable is used to record the fact that the
PECC service guarantee on the size and frequenc y of
gaps in the data stream has been violated. The data trans-

fer then continues on the optimistic assumption that the
application may be able to tolerate this service lapse.

2.3. Using the PECC Algorithm

Determining how to set the PECC parameters for a
certain behavior may be difficult since the PECC service
isinherently concerned with real-time properties of the
data transmission and packet lossin the network. Given a
specific network environment and knowledge of the char-
acteristics of a particular continuous-media stream, val-
ues for the PECC parameters can be determined, though



tuning based on a small number of test transfers may be
helpful.

Error tolerance tends to be somewhat rigidly deter-
mined by the application, though subjecti ve parameters
such as the amount of data necessary for an acceptable
screen refresh during maotion video are sometimes afac-
tor. The amount of time necessary to perform retransmis-
sions (f i f o_oR, on the other hand, is clearly an
internal characteristic of the network and in general will
not be known to the user. However, arough bound should
suffice since in most cases the granularity of the time nec-
essary to perform retransmissions is fine relative to other
time-constrained factors.

Consider as an example avoice transmission where
the reader must be fed at arate of 64 Kbits/s. In e xperi-
ments conducted recently on the feasibility of using XTP
running over FDDI to carry v oice channels ([5]), it was
observed that 512 or 1024 bytes per pack et represented
the most attractive packet size for carrying 8000 Hz woice
samples. These figures deri ve from considerations
regarding latency and the bandwidth necessary for area-
sonable number of channels to be supported. In alocal
area network, if 10 msisthe (conserv ative) estimated
time for the receiver to obtain a data retransmission, then
thefi f o_ok variable need specify only 80 bytes, afrac-
tion of the data carried in each pack et, asthe required
amount of datato be present in the reader’ s FIFO before
data retransmission will be timely. Thus, in this type of
LAN environment, consenative estimates for the
fifo_ok variable are possible, affording the user confi-
dence that the PECC service will indeed only use retrans-
mission when it will not impede timely data delivery.

3. Experiments

The software XTP implementation in which the
PECC agorithm is embedded runs as a user process on
Sun-4 workstations with the User Datagram Protocol as
its underlying network service provider. This version of
the UVA XTP code uses the lightweight process library
provided in the SunOs 4.1.1 distrib ution to handle the
shared-memory communication between the logical lay-
ers of the UV A XTP architecture ([6]). Obviously, this
XTP implementation environment is most useful as atool
for studying protocol w orkings, which is our purpose,
rather than for actual continuous-media transfers. The
experimentsin this environment are not intended to rep-
resent performance data but to serve as a proof of concept
for the PECC service and to provide insight by quantify-
ing the interactions between PECC parametersin a par-
ticular network environment.

The experiment involves the timed transfer of 1000
buffers of user data. The buffers are transmitted using a
non-blocking reliable SEND primitive defined in the
UVA XTPinterface. The last buffer is sent with a block-
ing reliable SEND primiti ve, after which the timer is
stopped. The buffers are all transmitted across a single
XTP connection, which operates under reliable, no-error,
or PECC modes as determined by the configuration of
options chosen. The reliable and no-error transfers use
only XTP-defined mechanisms. For the PECC transfer,
on the sending side the X TP connection is opened for
reliable transfer while on the recei ving side the PECC
interface call activates the new error reporting algorithm.

Errors are injected into the data stream by having the
transmitting side drop certain packets. The time between
successive error burstsis determined by an exponentially
distributed random variable as is the number of pack ets
suppressed in each error hurst. Burst durations are limited
to 9 consecutive packets in order to keep overall dataloss
in the experiment to a small percentage of total data trans-
ferred. The net effect isto produce pack et losses in the
range of 5% of thetotal datatransferred. While unrealis-
tically high for a stable netw ork, this error rate ensures
that the PECC code is heavily exercised.

Our hypothesisisthat a PECC service can provide an
intermediate service between fully reliable and the XTP
no-error mode connection. The first observ ation is that
the PECC agorithm can mimic each of these bounding
services. If thef i f o_ok variableis set to O, then there
is always time enough to recover lost data since thereis
aways at least 0 bytesin the reader’ s FIFO. In this case
the algorithm in Figure 2 follows Arc 1 on every invoca-
tion. If thefi f 0_ok and nax_gap variables are given
very large values, then the equivalent of a no-error mode
serviceisthe result; the PECC agorithm always decides
there is not time to retransmit (and hence traces Arc 2)
and then always skips the missing datain full (traces Arc
3).

Table 1 shows the results of 1000-b uffer transfers
under various PECC configurations.The numbersin the
first column express the transfer scenario in terms of the
values of the four PECC parameters, respecti  vely,

fifo_okwi ndow | engtlwi ndow _densi,ty

and max_gap For convenience, these parameters are
expressed in Table 1 in terms of application buffers, not
bytes. The application buffersin Table 1 are 4 bytes. The
transfer syntax used in the e xperiment forces out each
application buffer onto the network, and, since the kuffers
are small enough to fit into asingle X TP-level packet, an
application buffer corresponds to an X TP packet crossing
the network. A 1-10-3-3 configuration denotes that (a)



Total Total Number | Maximum Failed
Scenario transfer buffers packets | bufferslost runs
time(sec) | skipped dropped |inawindow| (out of 15)
43.7 0 69.7 —
0-0-0-0 | 141-49] — [41-100] — 0
1000-0- 38.0 66.2 66.2 — 0
0-1000 | [37-40] | [44-100] | [44-100] —
37.8 16.8 56.4 —
1:0-0-1 | [37-39] | [14-20] | [39-69] — 0
38.3 40.3 59.8 —
3-0-0-3 | [37-40] | [29-48] | [39-76] — 0
37.8 43.0 64.0 3.4
1-10-3-3 | [37.39] | [32-58] | [40-87] [3-9] 2
37.8 422 62.3 3.9
3-10-3-3 | [37-41] | [37-53] | [49-8]] [3-9] 3
37.6 45.9 60.2 8.0
3-30-3-3 | [37-3g] | [2859] | [3879 [3-11] 14
38.2 66.4 67.3 15.9
8-100-10-8| 37.41] | [48-89] | [4890] | [12-22] 15

fifo_ok issettothe number of bytesin asingle huffer,
(b) no more than 3 buffersin every 10 will be allowed to
be skipped, and (c) no gap of more than 3 buffers will be
skipped in one iteration of the PECC algorithm. The
parameter settings also ensure that no gap of more than 6
contiguous buffers will be skipped since the w orst case
would be a 6-buffer gap that fell on awindow boundary.

The next four columns contain the average value over
15 1000-buffer transfers displayed above the minimum
and maximum values in any individual transfer. The col-
umns contain, left to right, the measured transfer time, the
total number of buffers that were missing and for which
no transmission w as requested by the recei ver (i.e.,
skipped), the total number of XTP pack etslost in the
underlying network, and the maximum number of kuffers
skipped in any one window of lengthwi ndow | engt h
during a 1000-b uffer transfer. The rightmost column
identifies the number of runs during which the PECC ser-
vice specified could not be met. A f ailed transfer may
have experienced more than one time at which the service
guarantee was violated.

Thefirst row of Table 1 shows a PECC configuration
that ensures fully reliable delivery. Since all dropped data

is being reco vered through retransmissions, the total

number of packets sent is dlightly higher in these trans-

fers, which results in the total pack ets dropped being
dlightly higher than the other PECC configurations. As

expected, the average transfer time is longer than for the
other PECC configurations, in this case about 6 seconds.
This longer transfer time implies that the reader w as
blocked waiting on retransmissions at some points during
the transfer.

The second row of Table 1 shows a PECC configura-
tion that effectively provides a no-error mode (unreliable)
service. For the no-error mode case, the amount of data
lost is exactly the number of bytes contained in the buff-
ersthat are (artificialy) lost in the netw ork—that is, the
receiver skips al gapsin the data stream. No-error mode
transfers finish more quickly than reliable transfers, and
all the other PECC configurations tak e essentially the
same amount of time as the no-error configuration. This
is not by accident since the PECC algorithm is specifi-
cally designed to suppress requests for data retransmis-
sion when such arequest will cause the reader’s FIFO to
underflow. Thus, in a sense, the PECC configurations
only perform those data retransmissions that are free with



respect to total transfer time. Although we ha ve not
attempted here to measure interpacket delay, or jitter, the
PECC algorithm’s data reco very policies should also
have the effect of controlling jitter aswell astotal transfer
time.

Configurations such as 1-0-0-1 and 3-0-0-3 in which
fifo_ok islessthan or equal tomax_gap and no win-
dow criteriais used pro vide a thr eshold service All
losses of less than max_gap buffers are skipped imme-
diately (Arc 3istraced) while al lar ger gaps will have
their first max__gap buffers skipped and a possibility of
retransmission of the remaining missing data. The latter
istrue since, after tracing Arc 4, max__gap buffers will
be skipped and there will then be at leastf i f o_ok buff-
ersin the FIFO (assuming no race condition with the
FIFO emptying after the skip). Arc 5isthen follo wed.
Thus, as seen in Table 1, the threshold service guarantee
can always be enforced, and all runs were successfully
compl eted.

These threshold services do not guarantee, however,
that only max_gap size gapsin the datawill be skipped
since each out-of-order pack et may cause the first
max_gap buffersin alarge gap to be skipped. Nonethe-
less, by thresholding at 1 buffer, the PECC configuration
of 1-0-0-1 reduces buffer lost to an average of less than
1.7% of the total data transferred where ano-error mode
connection for the same transfers would have lost, based
on actual measurement of the number of dropped pack-
ets, 5.6% of the data. Thresholding at three contiguous
buffers per skip raises the a verage skipped data to 4%
where 5.9% is being dropped by the network.

The last four configurationsin T able 1 introduce a
window criteriato control the frequency and duration of
errors. This also introduces the possibility of the PECC
service reporting failure. Since the size of max_gap
equals or exceedsthat of fi f o_ok inthese configura-
tions, the PECC algorithm reports failure only if the win-
dow density criteria reduces the number of b uffers that
can be skipped such that the recei ver is unable to skip
data that can not be reco vered from the transmitter in a
timely fashion.

The behavior of the PECC algorithm under configu-
ration 1-10-3-3 isshown in Figure 3(a). The tree branches
in this figure correlate to the diagram in Figure 2, and
they are labeled with the average number of times they
were followed during a single 1000-b uffer transfer. On
average for the runs using 1-10-3-3, the PECC agorithm
was entered 19.1 times. Arc 1 w as amost never taken,
indicating that the reader in our test environment empties
itslogical FIFO f ast enough that the FIFO is almost
always empty. Thisis also evident from the almost iden-

tical performance of configurations 1-10-3-3 and 3-10-3-

At the second decision point in 3(a), the gap can often
be skipped (Arc 3 isfollowed). When the gap istoo large
to be skipped, it isusually the case that at least 1 buffer’'s
worth of data can be skipped, which is enough (since
fifo_okisl) toalo w for aresumption of reliable
mode packet processing. However, if 3 b uffers have
aready been skipped in the 10-buffer window, it will be
the case that no extra buffers can be skipped with impu-
nity at this point. Arc 6 is then followed and a PECC ser-
vice failure recorded.

Asthe size of the window is increased, the likelihood
of long and/or multiple gaps occurring in asingle windov
increases and the PECC service reportsf ailure more
often. Figure 3(b) shows the PECC behavior for the 8-
100-10-8 configuration. Since f i f 0_okis 8 and our
reader isvery fast, it never happens that there is enough
datain the FIFO to alav Arc 1 to be follaved. At the sec-
ond decision point, most g aps can be skipped since



Scenario
(out of 10)
53.5 0 77.6 —
0-0-0-0 | [51.57] — [54-94] — 0
1000-0- 46.9 65.3 65.3 — 0
0-1000 | [46-48] | [59-78] | [59-78] —
48.1 21.9 65.5 —
S0-0-1 | 147500 | [16-34] | [49-75] — 0
485 40.7 63.2 —
5003 | 14651] | [32-48] | [39-80] — 0
475 57.4 65.8 —
50-0-1000)  (46-50] | [44-69] | [49-79] — 0
475 427 712 3.4
2510-3-3 | 146-49] | [32-50] | [49-88] [4-7] 1

max_gap is 8, and our error injection scheme limits the
number of consecutively dropped packetsto 9. Indeed,
the 8-100-10-8 configuration recovers very few errors,
approaching a no-error mode service in the amount of
data skipped. Because the window of 100 buffersislarge
relative to the occurrence of errorsin the data stream, &il-
ure at the last decision point in the PECC agorithm isrel-
atively frequent, and in each of the 15 test runs, f ailure
occurs at least once.

For Table 2 the basic experiment is altered in the fol -
lowing ways. The application buffers are now 4096 bytes,
on the receiving side, the reader reads only 1024 bytes at
atime and is forced to perform additional processing on
each buffer in order to further slow the rate at which it
emptiesits FIFO.

Aswith Table 1, the PECC configuration for reliable
transfer shown in row 1 of Table 2 takes longer than the
other PECC configurations. The other PECC instances
are close to the no-error mode configuration (second row)
in total transfer time. The burden on the reliable service
in terms of total packets dropped is also noticeable since
the reliable service requires more retransmissions, and at
the XTP level two buffers no longer fit into asingle
packet.

The intent behind slowing down the reader and forc-
ing it to read each transmitter b uffer as 4 independent
messages was to see the effect of thef i f o_ok variable
in the PECC algorithm. The configuration 0.5-0-0-1000

guantifies the effect. In this configuration, the only w ay
that packets lost in the network can be recovered isif the
PECC algorithm takes Arc 1, that is, the FIFO b uffer at
the receiver is greater than f i f o_ok (2048 bytes). Oth-
erwise, the unconstrained value for max_gap will result
in al the datain the g ap being skipped. Figure 4 shows
the measured behavior of the algorithm under the 0.5-0-
0-1000 configuration. While the algorithm went out Arc
1 roughly half of thetime, T able 2 indicates that only
about 10% of the bufferslost are recovered. These figures
suggest that, under this configuration, many data retrans-
missions that were permissible when one out-of-
sequence packet is being processed are ef fectively
negated by ensuing data packets whose processing causes
the data gap to be skipped.

The three configurations of the form 0.5-0-0-x indi-
cate the relative effects of the max_gap variable. When
max_gap is 1, the PECC service recovers two-thirds of
the datalost in the network, slightly worse on a percent-
age basis than the 1-0-0-1 configuration in Table 1. When
max_gapis 3, the datareco vered through retransmis-
sionsis down to one-third of all bufferslost by the net-
work and, in the limit of an unconstrained max_gap
value, thisfigure is about one-tenth. Thus, thenax_gap
parameter plays an important role in limiting the rate at
which datais skipped, and, at least under the high error
rates of our test environment, small changesinmax_gap
affect the service greatly.



Finally, the 0.25-10-3-3 configuration loses roughly
7% fewer buffers than the counterpart configuration 1-
10-3-3in Table 1, normalized to the e xperienced error
rates. Thisfigure correlates with the evidence from data
on configuration 0.5-0-0-1000 that, under the conditions
for Table 2, asmall v alueforthe fifo_okvariable
alows for some data reco very that would otherwise be
skipped if the reader’s FIFO is always empty, which was
the case for the runsin Table 1.

4, Conclusions

In this paper we have addressed the need for anew
class of transport service to handle the requirements of
digital continuous-media data transfers and other applica-
tions that may desire to trade of f data completeness for
latency considerations. We have defined a Partially Error-
Controlled Connection service and demonstrated that this
service can be provided using a lightweight implementa-
tion enhancement to an e xisting protocol, the Xpress
Transfer Protocol. Measurements of our implementation
suggest that the PECC approach can pro vide a service
responsive to end-system playback characteristics such
that error control recovers some amount of datalost in the
network and yet avoids the blocking that can occur with
traditional fully reliable data delivery.

For applications that do not require 100% data com-
pleteness, selectively ignoring noncritical dataloss can
improve the throughput of atransfer while allowing the
advantages of a connection-based service to be retained.
Throughput increases may be especially significant in the
case of multicast data transfers. In particular, X TP defines
amulticast service that uses go-back-N retransmission at
the transmitter. Since an isolated pack et loss at one
receiver normally results in a retransmission of that
packet for the entire multicast group, the more sophisti-

cated error reporting in a PECC service can be expected
to have a significant impact on the throughput perfor-
mance of an XTP multicast in which some or al of the
multicast receivers operate under the PECC rules. W e
intend to pursue thisidea our X TP multicast implementa-
tion.

We a so intend to migrate our PECC implementation
to an FDDI-based platform where our XTP research
efforts have already had some success with continuous-
mediatransfers ([5]). Here we can explore variations and
refinements to the current PECC algorithm—such as add-
ing an error history component to thermmax_gap parame-
ter and addressing FIFO overflow—uwithin the context of
actual continuous-mediatransfers.

In summary we believe that a mechanism by which
error-recovery in the end-to-end protocol can be sensitive
to application- and architecture-specific parameters will
be an important component in ary computer network sys-
tem for carrying digital continuous-media streams.
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