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Abstract  For teams of autonomous robots to fully utilize their distributed prob-
lem solving and collaboration capabilities, they require a self-organizing,
self-healing, multi-hop communication network. Robot teams compose
a unique kind of multi-hop network because the adaptive networking al-
gorithms reside in the same architecture as the algorithms for perform-
ing motion and mission taskings. Providing timely access to current
and predictive information across these subsystems can impart a new
“sensory” perception to the robot as well as allow the ad hoc network to
more efficiently and effectively perform its role. We present an opera-
tional architecture which allows blackboard-style sharing of information
between autonomous robot controllers and ad hoc networking protocols.
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1. Introduction

An ad hoc network is a (possibly mobile) collection of communications
devices (nodes) that wish to communicate, but have no fixed infrastruc-
ture available, and have no pre-determined organization of available links
[7]. Individual nodes are responsible for dynamically discovering which
other nodes they can directly communicate with. A key assumption is
that not all nodes can directly communicate with each other, so nodes
are required to relay packets on behalf of other nodes in order to deliver
data across the network. A significant feature of ad hoc networks is that
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rapid changes in connectivity and link characteristics are introduced due
to node mobility and power control practices.

A particular advantage of robots over other devices that use ad hoc
networking protocols is that the algorithms for networking protocols typ-
ically reside in the same architecture as the algorithms for performing
motion control and overall mission tasks. Robots can therefore easily
and quickly exchange information between the robotic autonomy and
networking subsystems in order to enhance and improve the ability of
the robotic team to perform a task. Although the networking commu-
nication layer has traditionally been perceived as a black-box service,
we find that providing timely access to the information kept by the ad
hoc routing protocols imparts a new “sensory” perception to the robot.
Likewise, the ad hoc network benefits from access to information about
the environment or future robot motion, since it can then adapt to and
optimize for current and future operating conditions. In this paper we
introduce our ad hoc networking protocols and then describe our frame-
work for exploiting robotic mission network interactions (ERNI).

2. Related Work

The utility of communications for robot teams has been well estab-
lished in the literature: [3] was one of the first works to attempt to
evaluate the utility of communications capabilities on particular tasks.
Robot teams with ad hoc networks have already been deployed such as
the ones described in [8], [9] and [6]. [10] showed that a simple store-
and-forward wireless network can help a team of robots to collect sensor
information faster than allowed by a star-topology. Unfortunately, none
of these systems used the feedback between the local networking algo-
rithms and the autonomous behaviors, to improve performance.

3. Approach

The traditional view of the layered network architecture is advanta-
geous for complex systems that need to abstract services in order to
simplify designs, as well as allow for future expandability. However, it
requires limiting the amount of information that is exchanged between
the layers. The guiding principle, to allow only the least common de-
nominator of information that will be pertinent to all types of lower
layers, is too restrictive for our purposes.

A potentially more useful way of designing network services is that of a
peer process that provides both basic and extended functionalities. The
peer can receive and transmit packets on other module’s behalf, but also
can provide extended information or asynchronous alerts to particular
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situations. Figure 1 depicts our model for network relationship with the
other modules within a robot.

The basic functionality in our system is enabled by the use of the
standard Internet Protocol (IP) stack. This allows us to use IP as an
“interface” for packet transmission and reception. Application (con-
troller) writers are free to use sockets, datagram manipulation calls, and
other standard calls that are used when writing any traditional Internet
enabled application.

The extended functionality is enabled by the use of the Simple Net-
working Management Protocol (SNMP) [5], which is an IETF standard
for querying or manipulating the variables in a network device. It is
significant to note that the traditional way of using SNMP is to query
remote devices of interest from a central location. In a robot team
where each autonomous robot was interested in status and statistics of
the other robots in the team, this would introduce significant processing
and packet overhead since the network would be maintaining N (/N — 1)
SNMP connections over the wireless links. Instead we expect our ad
hoc enabled robots to query only their own local networking protocol
modules. The networking protocols typically keep large amounts of use-
ful information around for the purpose of performing their tasks, and
this information is already efficiently shared across the network by the
protocols. Therefore the typical network overhead of SNMP does not
affect us and we can allow the networking protocols to distribute the
information in the way that is most efficient for the system.

Note that SNMP only provides a standardized method to access to
the extended functionality of a locally operating ad hoc network. It does
not provide a simple way for multiple modules, including the network,
to work together within a single architecture. For that functionality we
have created the ERNI (Exploiting Robotic Mission Networking Interac-
tions) architecture, which is described following some details regarding
the networking protocols themselves.

3.1 Network protocols

Existing and ad hoc networking protocols fall into one of two groups
— on-demand or proactive. The difference between these protocols lies
in when and how the network determines what links are available in the
network. Pro-active networks are regularly trying to determine what
links (e.g. neighbor adjacencies) are available in the network and there-
fore what are the sets of paths that could be used to carry traffic. A
pro-active network can provide a view of the connectivity and can make

routing decisions based on near global knowledge. Alternatively, “on-
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demand” routing protocols only attempt to set up routes for a new
traffic flow when the traffic first arrives. Although this minimizes con-
trol overhead when flows and topology are regular and stable, the cost is
a significant delay for establishing a new route, suboptimal routes after
movement or mid-hop link breakage, and a lack of complete knowledge
of potential alternative paths. Pro-active routing is far more appropri-
ate for robotic systems, since the information that the network actively
gathers will then be available to other robotic modules such as mission
and tasking control.
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Figure 1.  ERNI Architecture
3.1.1 System and Information Available. Our networking

protocol is divided into multiple interacting modules which each has a
unique responsibility. The division of labor across these modules creates
a modularized software design that allows us to experiment with different
algorithms inside each of these modules independently.
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s Neighbor Discovery — Tries to discover new one-hop neighbors.
Has the responsibility for declaring a link to a neighbor as being
“up” or “down”. Discovery is typically done by sending out pe-
riodic or semi-periodic beacons, where reception of beacons may
indicate the existence of a new node to his neighbors and missing
beacons can indicate the loss of a link to a neighbor.

s Link Characterization — This module interfaces with the radio
hardware and attempts to determine the long-term metrics of a link
(power required, datarate, etc), from promiscuous and directed
transmissions and receptions. It provides these metrics to other
modules to help them gauge the costs of a link.

s Routing — This module is responsible for receiving, processing,
and storing the link-state information received from other nodes
and issuing link-state updates when significant changes occur. It
also executes routing algorithms on the link-state data to deter-
mine paths to any possible destination. The routing tables gen-
erated as a result of this process are passed to the forwarding
module.

s Forwarding — This module is responsible for processing all in-
coming and outgoing packets. For incoming packets this involves
determining the local module that is the intended recipient of the
packet, or the next-hop that the packet should be forwarded to.
For outgoing packets this involves determining the one-hop neigh-
bor that is the next hop along the path to the packet’s destination,
which is performed by referring to the table created by the routing
module.

3.1.2 Information exchange. In Table 1 we list a few selected
pieces of information that are available from our networking protocols.
The challenge from the networking perspective is to provide these in an
accurate and timely way. The challenge from the robotics perspective is
to use these in a way that enhances the team’s mission.

Note that the topology table effectively provides of a directed graph
where the vertices are all the reachable robots in the network, and each
edge contains a vector of weights corresponding to the costs associated
with transmitting between two nodes. Perhaps the most important cost
is that of required energy to close a link, since it defines effective bit
error rate, which can suggest the estimated number of retransmissions
and therefore delay or quality of bandwidth on the link.

We are currently in the process of extending our networking software
to also use information provided by the robotic autonomous mission con-



Table 1. Example information available from the ad hoc network.

Data Item | What it means | How it can help
Next-hop Location and existence of one-hop | Who can help me
Table neighbors with local tasks?
Topology Existence of all nodes in the parti- | Should we move to
Table tion and the energy, delay and band- | enhance comms?

width between them

Path Cost in energy, delay and bandwidth | Can the comms sup-
Characteristics | for the entire path through the net- | port the mission?
Table work.

Table 2. Information available from robotic mission tasking modules that the net-
work can use.

Data Item | What it means How it can help
Network Should the network try to | Extend understanding of the
Mode optimize latency, reliability, | mission goals to networking

or energy?

Environment What are the physical | Network can tune itself to loca-
characteristics? (forest, etc.) | tion

Current and | Where are we going to go | Proactively modify the topol-
future motion | and how fast? ogy

Future traffic Who is expected to be com- | Ensure bandwidth is available
municating with whom by policing traffic or modifying
routes.

trol modules. Table 2 provides some examples of that information. As
in any complex software system, ad hoc networks contain a large number
of variables that can be used to control the reactivity and efficiency of
the network. For example, we can limit the number of neighbors that
we would allow, or perhaps change the periodicity of heartbeats used for
detecting new neighbors. At the simplest level we can provide the func-
tionality described in Table 2 simply by selecting an appropriate pre-set
family of parameters for particular situations. However, we are currently
experimenting with adaptive and learning approaches to respond to this
information.
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3.1.3 Implementation and Testbed. We use the Linux op-
erating system on our robots and insert the forwarding module at the
sub-IP level. The other protocols are implemented in application space
since they do not have time critical constraints. To the IP protocols and
applications that use it, the forwarding module appears to be just an-
other Ethernet-like interface. The forwarding module uses the ToS bits
in the packet along with the final destination IP address to determine
the appropriate next-hop and radio parameters for getting the packet to
the next hop with the required quality of service.

It should be noted that this architecture is what is called a “3a”
subnetwork. That is, we do not use IP forwarding or routing services at
all. The whole multi-hop network appears to be a single one-hop LAN
from the perspective of IP. The advantage of this method is that the
system can easily be adapted to a new version of IP, or not use IP at
all if the system is severely size constrained. Additionally, it allows the
forwarding module to directly interface with the lower layer radio driver
and hides the rapidly changing topology from any attached IP devices
(such as routers) that might be using the network. One way to think of
this is much like running IP over a particular technology (i.e. IP over
ATM, IP over Ethernet, IP over ad hoc).

Our robotic testbed consists of 8 ActivMedia Amigobots outfitted
with a Nano-engine from Bright Star Engineering, and a custom radio
interface board designed by Navy SPAWAR and BBN. The Nano-engine
is a 2 inch by 1 inch board that contains a StrongARM processor, 4 Mb
of flash RAM and 32 Mb of RAM. The Nano-engine runs a compressed
version of Linux and our networking protocols. The radio interface board
allows the Nano-engine to be connected to a PCMCIA interface where
we use standard 2.4 Ghz Cisco or Agere/Orinoco WLAN cards for most
experiments.

3.2 ERNI — Exploiting Robotic Mission
Networking Interactions

We have designed and implemented a collaborative architecture that is
built on top of an existing publish-and-subscribe, multi-threaded frame-
work. Our design goal was to provide the robot mission control modules
with loosely coupled access to the ad hoc networking sub-system. We
use the Cognitive Agent Architecture, Cougaar, to provide such a frame-
work [1].

3.2.1 Cougaar. Cougaar (cognitive agent architecture) is a pub-
lic domain framework for developing multi-agent distributed applications



8

in Java. It was originally developed under DARPA’s Advanced Logis-
tics Program (ALP) with the target domain being logistics and planning.
However Cougaar has also been used for projects ranging from peer-to-
peer resource management, data mining, and distributed sensors. There
are two versions of Cougaar, standard edition (SE) targeted at worksta-
tions and micro edition (ME) targeted at embedded devices. While Java
affords portability and ubiquity on many platforms, Cougaar’s shared
blackboard model enables loosely coupled communication between sub-
systems.

A group of interacting Cougaar modules operating together is called
an Agent. A group of collaborating Agents is called a Society. Typically
there would be a single Agent operating in a robot.

The modules within an agent communicate with one another by pub-
lishing and subscribing to objects on a shared blackboard. Each agent
owns its own blackboard and its contents are visible only to that agent.
All sharing of blackboard state across Agents is done by explicit push-
and-pull of data through inter-agent tasking and querying. In this way,
Cougaar is able to maintain fine-grained state in individual agents while
sharing only high-level synopsis information around the society, making
the management of information scalable and efficient. The communica-
tions mechasisms of Cougaar use Java which is layered on top of IP, so
all inter-Agent communications can be transported seamlessly over the
multi-hop network.

CougaarME provides the core execution model and messaging infras-
tructure for ERNI. The basic unit of communication is a task. Tasks are
published to the blackboard by a requestor (manager). Tasks contain
verbs and prepositional phrases that define the language of the task do-
main. For ERNI, we developed two intra-agent tasks: BotMotion and
NetWatch, and two inter-agent tasks: Formation and Rescue. Table 3
shows the prepositional phrases for the tasks, their meanings and pa-
rameters.

Once a task is published to the Cougaar blackboard, other modules
(also called “plugins”) are activated based on their subscriptions. In
a typical logistics applications, there are expander plugins that break
complex tasks into smaller sub-tasks, allocator plugins that assign a
task to a resource and assessor plugins that monitor the quality of the
execution or plan for a task. In the robot control domain a new type
of plugin is needed to control real-time resources such as the robot’s
motors, the network and other sensing devices. These control plugins
subscribe directly to tasks: NetInfo gives access to the network resource;
BotMotion provides an interface to the motion control resource.
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Table 3. The Cougaar tasks used in ERNI and their prepositions. Some of the
prepositions take parameters, e.g., path cost takes source node, destination node, and
type of service.

Verb | NetInfo | BotMotion Formation| Rescue

Semantics Subscribe to informa- | Control  the | Task a | Solicit
tion about the net- | robots motion | robot help from
work team a peer

Prepositions | Node position, net- | Randomwalk, | Disperse, Location

work topology, path | goto, stop, | contract
cost, link quality, | turn, velocity
neighbor list

Scope Local (intra-robot) Local (intra- | Team Team
robot) (inter- (inter-
robot) robot)
InfoExchange@jvice GoalE@Configuration RobotLocalization RobotMotion
MobiNetResource RobotMotionResource

SnmpMobiNetResource

PlayerResource

Figure 2. Class diagram shows (top to bottom) interfaces, abstract resources and
device specific resources used by ERNI.

Using object-oriented design, we defined the interfaces to both the
multi-hop network and for the robot motion control. Then we devel-
oped abstract Cougaar resources that implement these interfaces, and
finally we constructed device specific subclasses of these resources. This
three tiered design enables device independence and the ability to swap
in different resources without changing the rest of the mission control
subsystem. Currently we have implemented a robot control resource
that connects to the USC Player server [4]. Our current mobile network
resource is an SNMP-based client to our ad hoc networking protocols.
Figure 3 shows the class diagrams of our three tiered design.
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3.2.2 Intra-robot (local) communication. The data flow in
the ERNI architecture is illustrated in the sequence diagram shown in
Figure 3. It is useful to note the procedure call isolation between the
two plugins in the sequence diagrams. This is a result of the Cougaar

framework.
Plugin : Plugin : PollResource : . .
A= : : ge :
MissionPlugin MobiNetControl MobiNetControl InfoE xchange : MobiNetResource

execute()

p—

publishAdd(Object)
=R— execute()
<

startControl()

modifyControl($tring, String)

S

startMonitorThread

run

conditionChanged( )

getNumNodes( )
allocate(MicroTask)
publishChange(Object)
publishAdd(Object)
execute()
<
Figure 3. Sequence diagram (time flows from top to bottom) for processing a

NetInfo task. Mission control plugin issues a NetWatch task with the NumNodes prepo-
sitional phrase. MobiNetControl plugin is woken up (based on it’s subscription to
NetWatch tasks). MobiNetControl finds a MobiNetResource and tells it that someone
wants to monitor the number of nodes in the network. MobiNetControl then creates a
thread that will poll the resource periodically to see if it’s condition has changed. The
MobiNetResource will, in turn, query the underlying network management module (in
our case via SNMP). When a change is detected the control plugin will publish the
change to the blackboard. As the originator of the task, MissionControl, is woken
up as well as any other subscribers to NumNodes objects.

3.2.3 Inter-robot (team) communication. Inter-node com-
munication is similar to intra-node communications. Tasks are created
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locally and published to the blackboard, however, then they are allo-
cated to a foreign CougaarME node or MicroAgent. The CougaarME
messaging system handles the transport (using TCP/IP) of the task to
the remote MicroAgent. The Formation and Rescue tasks from Table 3
are examples of inter-robot tasks.

One of the challenge of inter-node messaging is discovery and address-
ing of peer MicroAgents. One needs to know who your neighbors are
and what capabilities they have if you want to task them directly. For
looser control one could use broadcast. Peer-to-peer frameworks for ser-
vice advertisement and discovery, such as JXTA [2] provides a possible
solution. One might enhance this framework by using knowledge of the
ad hoc network via our MobiNet resource to assist in peer/neighbor dis-
covery. In this approach some kind of name service would run locally
on each node constantly monitoring the network state to check for new
members. It could then send queries to the members to discover what
type of services they support. The benefit of this approach is that un-
like JXTA alone, we don’t duplicate the efforts of the network layer
in discovering neighbors and nodes in the active network. Instead we
are activated by changes in the state of the network, saving valuable
bandwidth over wireless ad hoc links.

Typically the semantics of the inter-node comms are at a higher, more
abstract level than their intra-node counterparts. This hierarchical ap-
proach is scalable as the detailed reporting is kept within a single node,
and thus kept off the wireless network. For example a centralized mission
control node might issue a high-level Formation task with preposition
“disperse” to a team of robots. Each robot’s Mission plugin would re-
ceive this task (assuming that they subscribe to the task type) and would
translate it into a local BotMotion command (or sequence of commands).
Depending on robot role, and its pre-designed logic, one robot might in-
terpret it to mean that it should go to a certain location (e.g. a sentry),
whereas another might go into a random walk state.

4. Summary

Multi-hop network communication for teams of robots is an impor-
tant asset for robots which may have complex group taskings or data
distribution requirements. These networks have the potential to provide
significant amounts of detailed information on their operation as well as
adapt to specific information provided on the goals or expectations of
the applications. In this paper we have outlined an architecture called
ERNI (Exploiting Robotic Mission Networking Interactions) which al-
lows the networking protocols to interact and operate with the robotic
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tasking algorithms in a fluid and seamless way. We have implemented
this architecture in an embedded and portable system, and provided
enough generality to the interfaces and operation that it will be useful
for a wide variety of robot controller and tasking designers.
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