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ABSTRACT

Expertshave long recognizedthat it is possibleto perform
traf�c analysisonencryptedpacketstreamsby analyzingthe
timing of packet arrivals (or transmissions).We reporton
experimentsusingbasicsignalprocessingtechniquesfrom
acousticsto attemptto performtraf�c analysison encrypted
transmissionson wirelessnetworks. While the work dis-
cussedhereis preliminary, we areableto demonstratetwo
very interestingresults.First, it is possibleto extract inter-
estingtiming information,suchasround-triptimesof TCP
connections,from tracesof aggregateddatatraf�c. Second,
it is possibleto determinehow datais routedthrougha net-
work usingcoherenceanalysis.Theseresultsled us to sug-
gest that signal processingtechniqueswill prove valuable
network analysistoolsin thefuture.

1 Intr oduction

Network securityexpertshave long known that examining
even subtletiming informationin a traf�c streamcould, in
theory, beexploitedto achieveeffectivetraf�c analysis[15].
Considerthepacket arrival patternin a TCP�o w. Thepat-
tern is a function of a numberof key network parameters
suchas round-trip times, sendrates,andvariousTCP and
MAC layertimeouts,aswell asthevaluesfor all other�o ws
that sharenetwork links with the �o w in question[18]. In
theory, therefore,a traceof packetarrivalsshouldbea com-
positeof all of thesepatterns.

To mitigateexposureof thesepatternsof traf�c information,
traf�c is oftensubjectedto techniquessuchastunneling,traf-
�c aggregation, false traf�c generation,and datapadding.
Tunneling hides the original sourceand ultimate destina-
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of theauthorsandshouldnotbeinterpretedasrepresentingof�cial
policies,eitherexpressedor implied.

tion and usessecuritygatewaysas the endpointsas traf�c
traverseshostilenetworks. Traf�c aggregationworks with
tunnelingunderthetheoryof protectionin numbers—many
traf�c �o ws all sharingthe sametunnelmay maskany one
particular�o w'scharacteristics.If thereis notenoughaggre-
gatedtraf�c to hideindividual �o ws,falsetraf�c canbegen-
eratedto helphide thetraf�c of interest.Datapaddingtries
to hide information that can be extractedfrom the packet
length. Theseandothertechniquesareattemptsto obscure
thepatternandaddnoiseto thetraf�c stream.

Interestingly, theproblemof extractingcharacteristicsfrom
anotherwisenoisyenvironmentis verysimilar to theextrac-
tion of featuresfrom sonardata. Sonarsignalsare passed
throughsophisticatedsignalprocessing�lters to identify the
signalsthathavestructurenototherwisevisible.

Thekey idea,then,is to convert packet tracesinto encoded
signals,andthenexaminethesignalsto identify prominent
or recurringfrequenciesandtime-periods.With aneffective
signalencoding,many well-known frequency analysistech-
niquesfrom the signalprocessingliteraturecanbe applied.
We thenusesignalprocessingto performtraf�c analysisto
reconstructthe network topologyor extract network traf�c
parameters.

In this paper, we considerthe useof techniquessimilar to
thoseemployedin acousticsprocessingto do traf�c analysis
in thepresenceof noise,whetherthenoiseis inherentin the
traf�c streamor placedthereintentionallyto camou�agethe
interestingtraf�c �o ws. We take packet tracesof streams
andconvert theminto signalssuitablefor signalprocessing.
We thenshow examplesof thekind of informationthatcan
be extractedfrom the signalsusing two techniques:Lomb
PeriodogramsandCoherence.

2 Desired Results

Thereis a wide rangeof questionsthatonemight aska traf-
�c analysissystemto answer. We, however, hadparticular
typesof resultsin mindwhenwebeganourwork with signal
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processingtechniques.We soughttechniqueswhich answer
oneor moreof thefollowing questions:

� Who is talking to whom? Ideally, we would be able
to identify eachindividualapplicationendpoint.How-
ever, averyusefulresultwouldbeto determine,for in-
stance,how many differentsitesaresendingtheir traf-
�c over thesameIPsectunnel.

� What path is traf�c taking over the network? This
questionis of particularinterestin wirelessnetworks
(wheredetermininghow traf�c is routedis dif�cult),
but may also be useful in multi-tunnel environments
suchasOnionRouting[20].

� Whattypesof applicationdataarebeingsent?Are we
seeinginteractive applicationsor �le transferapplica-
tionsor both?

� Canwe associatetransmissionswith a particular�o w?
For instance,if wedeterminethat� veconcurrent�o ws
areunderway over an IPsectunnel,canwe (with high
probability) determinewhich IPsecpackets are asso-
ciatedwith which �o w? If we could breakaggregate
�o ws into their components,we could potentiallyuse
additionaltraf�c analysistools thataretunedto single
�o ws (e.g., the password inferencetechnologydevel-
opedby [22]).

3 RelatedWork

Signal processinghas beenusedto analyzethe natureof
aggregatenetwork traf�c, and develop accuratemodelsof
traf�c consistingof asymptoticallylarge numberof �o ws,
suchasthetraf�c ona largeintranet,or ontheInternetback-
bone[4, 2, 16]. It hasbeenshown thataggregatetraf�c on
theInternetis self-similar, or shows long-rangedependence
[16]. Self-similarity meansthat no single time-scalecom-
pletely capturesthe rich behavior of the aggregatenetwork
traf�c. This observation implies that oneneedsto describe
theevolutionandsteadyprogressionof characteristics(such
asthenumberof active TCPconnectionsor thedistribution
of IP packet interarrival times)of aggregatenetwork traf�c
acrossall scales,becauseno singlescalecandescribeall of
the �uctuations andvariations[2, 9]. This observation has
led to work on long-termmemorymodels,self-similarmod-
elsandmodelswith fractalfeatures,wheresignalprocessing
tools suchasthe Wavelet transformareespeciallyapplica-
blebecauseof their ability to capturefrequency responsesat
variousscalessimultaneously[12, 3].

Thoughtheworkonthenatureof aggregatenetwork traf�c is
extremelyrelevantto thematerialpresentedin thispaper, the
generalfocusof our work is not to modelaggregatetraf�c,
but ratherthe inverseproblem,but to deconstructthetraf�c
into individual �o ws,or sessions.

Anotherrelatedareais thatof networktomography[24, 6].
Network tomographyis concernedwith identifying network
bandwidth,performanceand topology by taking measure-
ments,eitheractively from thenetwork nodes,with theirco-
operation[7, 8], or passively usingmeasurementsfrom pre-
existing traf�c [23, 5]. Most network tomographywork has
alsodealtexclusivelywith networkmonitoringandinference
of wired networkssuchasthe Internet([6]). Moreover, tra-
ditionalnetwork tomographyreliesontheability of themea-
suringagentsto beableto participatein thecommunications,
possiblyat the network layer. The participationmay either
be in the form of theability to take measurements,or even
theability to explicitly transmitpacketsto othernodesin the
network.

However, in somescenarios,suchasin adversarialwireless
networks,we cannotassumethat the measuringagentscan
participateon the network. Indeed,in many military do-
mains,thenatureof the network protocolsdeployedon the
adversary'snetwork maynotevenbeknown. As aresult,the
work in this papermakesfarmoreconservativeassumptions
aboutwhatameasuringagent(or tap) maydo. Ouraimis to
discovernetwork topologypurelyfrom theraw transmission
traces.

4 Network and Tap Model

Our goal in this work is to make the traf�c analysistech-
niquesbroadly applicable. To that end, we make as few
assumptionsaboutthe network and the observed traf�c as
possible.

We assumethat thereis somenetworkover which discrete
piecesof dataaretransmittedby senders. Thetransmission
of thesepiecesof datacausenetwork events. An eventis in-
dividually detectableor distinguishable—thatis, a listening
device cantell whenan event is over andwill not con�ate
concurrenteventsfrom multiple sendersinto oneevent. It is
importantto notethataneventneednotperfectlycorrespond
to adatapacket. An eventmayrepresentthetransmissionof
partof a packet (e.g.,a frequency hop),or multiple packets
(saytwo packetscontainedin a singlewirelessburst trans-
mission).

A senderin this model is the device that causedthe event.
The senderis not necessarilythe device thatactuallyorigi-
natedthedatathatcausedtheevent.

We assumethatthereareoneor moretraf�c tapswithin the
network. A tap seeksto observe traf�c on asmuchof the
network as is possiblefrom the tap's location. This broad
de�nition is chosento accommodatethedifferencebetween
a tap on a wire or �ber , wherethe tap is restrictedto data
placedon the wire, anda wirelesstap, which is observing
some(potentiallyvery large) fraction of the wirelessspec-
trum, andthusmayseetransmissionsfrom a wide rangeof
sources.This rangeis shown in Figure1.

2



p

n1

n2

n3 n4 n6

n5

n7

with Tap
Network

Range of tap p

Wireless

Figure1: Wirelessnetwork with nodes(n1-n7)andtap(p)

A tapcollectsevent informationin a trace. For mostof the
work discussedin this paper, thetraceis assumedto contain
only thetimetheeventwasseenandtheidentityof thesender
of theevent.

Theconceptof identityusedhereis intentionallyvague—the
identitycouldbetheIPaddressof anIPsecgateway, theloca-
tion of aradiotransmitter, theupstreamor downstreamtrans-
mitteronapoint-to-pointlink, or simply“the samesenderas
theonethatsenttheseotherevents.” Theidentityof asender
mustbeuniqueamongall sendersknown to thetap(or setof
cooperatingtaps);we assumethe datacollectionprocessis
settingidentity andmaintainingtheuniquenessproperty.

We assumeeachtap hasaccessto a clock usedto record
wheneventsoccur, that is, whenthe eventwasheard. In a
wirelessnetwork, this time of detectionmay be the middle
of the transmissiondueto propagationor othereffectssuch
a frequency hopping. The granularityof the clock usedto
recordtime mustbe suf�ciently small that two consecutive
eventson the samechannelwill be given different times-
tamps.

We notethatthereis no assumptionaboutknowledgeof the
lengthof theevent,thedestinationof thedatacorresponding
to theevent,signalstrength,or any insight into thecontents
of theevent,eventhough,in many cases,this andotherad-
ditional informationmay be available. How this additional
informationmightbeusedis discussedin latersections.

A tapmaynotcaptureall traf�c. For instance,receptionona
wirelessnetwork maybevariabledueto environment,noise,
transmissionpower, or jammingsuchthata tap is unableto
observe sometransmissions.Furthermore,a tapmay occa-
sionallymakeanerrorandmistakenly believe it hasseenan
eventwhennoeventwassent(e.g.,dueto noiseon thewire-

lessnetwork).

Therearesomeothercharacteristicsof tapsworthcomment-
ing on:

Multiple taps: Multiple tapsmay be usedtogetherto de-
velop a morecompletepictureof the network traf�c. Note
thattheclocksusedby thedifferenttapsneednotbeconsis-
tent,but theskew betweenthedifferenttapclocksneedsto
beknown (or computable)anddeterministic.

Resourcelimitations: A tap(or a network of taps)mustbe
capableof storingall thetransmissionsit detectsfor a suf�-
cientamountof timefor analysisto takeplace.For example,
theround-triptime of a transportlayer�o w cannotbedeter-
minedif thehistorythatcanbestoredat tapsis lessthanone
round-triptime. Thetotalvolumeof datathatmustbestored
dependson the capacityof the channeland the maximum
round-triptime of �o wsseenon thechannel.

In thewirelessenvironment,a tapmayalsobelimited by the
amountof spectrumit canexaminein any giventime. Indeed
thespectrumrangecoveredby thetapmaybedifferentfrom
the spectrumrangeusedby the sender, with the result that
someeventsarenotobserved.

Mobility: Nodesmay move around the network. Thus
sendersmay move in andout of the rangeof oneor more
taps.We assumethatsenderstypically dwell in therangeof
oneor moretapslongenoughfor eventsto beheard,andthe
sendersidenti�ed andrecorded.

5 A NoteAbout Data Sources

Eventhoughthe techniquesdescribedin this paperhave all
beentestedon real wirelessdata, the examplespresented
hereall usesimulatednetwork data. We choseto present
simulateddatafor two reasons.

The�rst reasonis that,sofar, wehavenothadtheequipment
to collect the kinds of wirelesstraceswe need. Rather, we
have takenexisting tracesandattemptedto adaptthem. So,
for instance,onewirelessdatasetwehaveusedis atcpdump
traceof thewirelessdataandlackstheMAC layerACK and
RTSsignals,andhasdeletedany erroredpackets.Asaresult,
someof thekey frequency informationis lost. (Oneparadox-
ical consequenceis thatrealdataactuallymakessomeresults
look betterthanthey shouldbecauseconfusingsignalshave
beeneditedfrom thetraces).

Thesecondreasonis thatnorealtrace,sofar, hascomewith
all the required“ground truth” dataneededto cross-check
results.Sorealdataofteninvolvesmakingguessesaboutthe
meaningof results.

Simulationdatadoesnot suffer theselimitations. We have
all thesignalsandcanpresentthemin all their complexity.
And if we cannotexplain a resultfrom a simulation,it rep-
resentsa seriouschallengein interpretation,not the lack of
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thenecessarysupportingdata.So, for thepurposesof clear
exposition,we haveusedsimulationdata.

6 Signal Encoding

Figure2 shows our traf�c analysisprocessingmodel. Traf-
�c is capturedfrom the network via taps. The tracesfrom
the tapsareencodedinto signals.Thesignalsarethenpro-
cessed,usingvarioussignalprocessingtechniquesand the
�nal resultis analyzed.This is preciselythesamemodelof
analysisusedin signalprocessingof acousticdata.

The�rst stepin producinga signalis acquiringthesamples.
Signalprocessingmakesa distinctionbetweenwhetherthe
samplesaregatheredby auniform or non-uniformsampling
process.The type of signalproducedmust be appropriate
for thetargetsignalprocessingalgorithm. With datatraf�c,
the major concernis that the samplingfrequency allow the
separationof meaningfulevents. We assumethe sampling
processmeetsevent separationcriterion. Given separation,
wecanconvertatraceinto aneventstreamthatis appropriate
for any targetsignalprocessingalgorithm.

Thetracerepresentsa setof discreteevents ������� , loggedat
times �	� , for ��

������������� , where� is thenumberof events
in thetrace.Thegeneralapproachto producinga uniformly
sampledsignalrepresentingthetimeof arrival of event �������

is to pick an appropriatetime quantizationinterval � , bin
time into incrementsat thatquantization��� , where � is a
integer, andthenplacea marker in thebin representingthe
nearesttime to �

� whenthe event ������� wasdetected.That
is, ���


����

�
�

� , where� is thequantizationfunctionsuchas
the�oor or theceiling function. TheNyquist limit provides
the meansfor determiningthe size of the time increment;
we aim to minimize the numberof bins and yet meet the
Nyquist limit. This processis known asresampling. Dueto
theerrorsintroducedby quantizingthetimeof arrival, some
informationcontainedin ������� may be lost in the resultant
encoding.

To produceanon-uniformlysampledsignalrepresentingthe
time of arrival of events ������� , markers are placedonly at
times �

� . Sincethereis no resampling,noquantizationerror
is introducedinto theencodedsignal.

Thetracemayberich with informationthatcanbeencoded
asa signal. Considera function � astheencodingfunction.
For a binary, or impulse,representationof time of arrival,

Time Duration T R O D Description
------------------------------------------- -----
3.582728 0.004336 2 /* 3 0 3 tcp frame 1084 B */
3.587075 0.000152 3 /* 2 3 2 MAC ctrl frame */
3.587417 0.000176 3 /* 2 3 2 MAC ctrl frame */
3.587604 0.000152 2 /* 3 2 3 MAC ctrl frame */
3.587807 0.000496 3 /* 2 3 0 ack frame 124 B */
3.588313 0.000152 2 /* 3 2 3 MAC ctrl frame */
3.588596 0.000176 3 /* 2 3 2 MAC ctrl frame */
3.588783 0.000152 2 /* 3 2 3 MAC ctrl frame */
3.588986 0.000496 3 /* 2 3 0 ack frame 124 B */
3.589492 0.000152 2 /* 3 2 3 MAC ctrl frame */
3.589934 0.000176 2 /* 3 2 3 MAC ctrl frame */
3.590121 0.000152 3 /* 2 3 2 MAC ctrl frame */
3.590324 0.002384 2 /* 3 1 3 udp frame 596 B */
3.592719 0.000152 3 /* 2 3 2 MAC ctrl frame */
3.593041 0.000176 3 /* 2 3 2 MAC ctrl frame */
3.593041 0.000176 2 /* 3 2 3 MAC ctrl frame */
3.593736 0.000176 1 /* 2 1 2 MAC ctrl frame */
3.593923 0.000152 2 /* 1 2 1 MAC ctrl frame */
3.594125 0.002384 1 /* 2 1 3 udp frame 596 B */
3.596520 0.000152 2 /* 1 2 1 MAC ctrl frame */
3.597082 0.000176 2 /* 3 2 3 MAC ctrl frame */
3.597268 0.000152 3 /* 2 3 2 MAC ctrl frame */
3.597471 0.002384 2 /* 3 1 3 udp frame 596 B */
3.599866 0.000152 3 /* 2 3 2 MAC ctrl frame */
3.600169 0.000176 2 /* 0 2 0 MAC ctrl frame */
3.600355 0.000152 0 /* 2 0 2 MAC ctrl frame */
3.600558 0.000496 2 /* 0 3 0 ack frame 124 B */
3.601064 0.000152 0 /* 2 0 2 MAC ctrl frame */
3.601327 0.000176 2 /* 3 2 3 MAC ctrl frame */

Figure3: Excerptof tracecapturingtransmissionsfrom four
nodesof Figure5. Thereis an FTP �o w betweennodes0
and3 anda pair of UDP �o ws betweennodes1 and3. All
traf�c is routedthroughnode2. The Time andDuration of
the transmissions,andthe transmitter(T) nodeid, arecap-
turedby the tap. The extra informationwithin (/* ... */) is
listedherepurely to give thereaderaninsight into thetrace
dynamics,andis not known to or capturedby the tap. The
extra info includesthereceiver id. (R), theglobalorigin (O)
anddestination(D) of thepacket containedin this transmis-
sion,anda Descriptionof thepacketcontents.
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codingfunction �#"
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� canbeusedto indicatethedirec-
tion of theevent. A weightedencodingfunctioncanrepre-
sentthetransmissiondurationor signalstrength.Additional
parametersfor eacheventcanberepresentedin thesignalby
re�ning theencodingfunction � .

When multiple events are occurring simultaneously(i.e.,
within thesamesampleperiod)andwouldbesetto thesame
timebin ��� , we jitter thetimeof thecon�icting eventsinto
emptyadjacentsampletimesin orderto keepdatafrom be-
ing obscured.

While it is possibleto encodetheeventsof multiple senders
into a singlesignal,bettersignalprocessingresultsusually
comewhenonegeneratesaseparatesignalrepresentationfor
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eachsender. Recallthat thesenderis themostrecenttrans-
mitterof thedatathatcausedtheevent—it is not theorigina-
tor of thedata.Thus,a singlesender's tracemaycontainthe
dataof multiple �o ws. The ideahereis simply to split the
tracesasmuchaspossiblebeforeprocessing.

An exampleof a tracecapturedby a tap monitoring trans-
missionsin a wirelessnetwork is shown in Figure 3. As
discussedearlier, a duration-weightedsign encodingfunc-
tion canbeusedto encodethecapturedtransmissionsinto a
signalappropriatefor signalprocessing.Figure4 shows an
encodingof transmissionsfrom nodes2 and3, whichcanbe
usedto analyzecommunicationsthatspanthesenodes.
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Figure4: A non-uniformlysampledsignalrepresentationof
the tracein Figure3.
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7 Signal Processingand Analysis

Givenanencodedsignal,wecanmakeuseof awiderangeof
signalprocessingalgorithmsto try to extracttraf�c informa-
tion. In thissection,wewill describesomesignalprocessing
techniqueswhichwe have foundusefulfor traceanalysis.

Most spectralprocessingtechniquesusethe standardDis-
crete Fourier Transform (DFT) to compute the spectral
power densities. The DFT requiresthat the signalbe uni-
formly sampled.

The DFT of a uniformly sampledsignal ������� (with �
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���

�
	

� samples)provides an � -point discretespectrum
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is the � -point DFT. The valuesof � correspondto �

equallyspacedfrequency binsof thesamplingfrequency of
� .

The resultingspectrum
�

�;� � is a vectorof complex num-
bers. The peakvaluesin

�

�;� � correspondto frequencies
of event timesof arrival. The magnitudesof the peaksare
proportionalto the productof how often the arrival pattern
occursandtheweightingof thedataperformedby encoding
thesignal.Thephaseof thepeaksshows informationon the
relative phasesbetweenarrival patterns. The Fast Fourier
Transform(FFT) is a computationallyef�cient decomposi-
tion of Equation1, madepossiblewhen � is a productof
powersof smallintegers,thoughpowersof two arethemost
commonlyused.

If the characteristicsof the signal (due to variationsin the
traf�c �o w) vary markedly during the DFT analysis,then
theresultingspectrumcanbemisleading,sincetheresolved
peaksmaybepresentfor only partof thetime in thesignal.
Also, it is oftenthecasewith signalrepresentationsthat the
spectralcontentcontainsmany harmonicallyrelatedpeaks.1

In thesesituations,thespectralpeaksof interestmaynot be
readily visible due to the overlap of the variousharmonic
peaks,causingthespectrato look like noise. Thus,theex-
aminationof thespectrumgivenby theDFT canprovidevi-
sualizationof �o ws in the form of characteristicpeaks,the
DFT, whenusedalone,cangive spectrathatareinsuf�cient
for furtherdetailedanalysis.In theremainderof this section
we describesignalprocessingtechniqueswhichaddressthis
de�ciency.

Periodograms, or PowerSpectral Density(PSD)estimators,
arespectralanalysistechniquesthatareusedto computeand
plot thesignalpower(or spectraldensity)atvariousfrequen-
cies. A periodogramcanbeexaminedto identify thosefre-
quenciesthathavehighpower, thatis, poweraboveacertain
predeterminedthreshold. As a consequence,periodograms
areusefulfor identifying importantor key frequencies,even
in theabsenceof any prior knowledgeaboutthenatureof the
signal.

Anotherimportantcharacteristicof periodogramtechniques
is that they work very well even in thepresenceof noiseor
interference.This is fortunatefor analyzingnetwork traf�c
becausea �o w of interestis oftenembeddedin anaggrega-
tion of othertraf�c. In this case,from theperspectiveof the
�o w of interest,all other traf�c contributesto the interfer-
ence.

Whensignalsareexpectedto benoisy(i.e., they haveahigh
degreeof randomnessassociatedwith themdueto corrup-
tion by noiseor consistingof randomprocessesthemselves),

1For example,thespectralcontentof a squarepulseis the fun-
damentalfrequency of the pulse,plus all the odd numberedhar-
monics.
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conventionalDFT/FFT processingdoesnot provide a good
unbiasedestimateof the signalpower spectrum.2 A better
estimateof thesignalperiodogram,

�����

�;��� , maybeobtained
with the Welch Averaged Periodogram [25, 14] which uti-
lizes averagingin orderto reducethe in�uence of noise. It
useswindowing to accountfor the aperiodicnatureof the
signal.Theperiodogramis generatedbyaveragingthepower
of � separatespectra
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wherethe windowed data �

�

����� is the ����� windowed seg-
mentof ������� , � ����� is awindowing function3 usedto reduce
artifactscausedby the abruptchangesat the endpointsof
the window, and � is the normalizedwindow power. The
valueof thenumberof samples� within eachsegmentde-
pendsonthewindow function, � ����� . Theresultcanbeinter-
pretedasa decompositionof thesignalinto a setof discrete
sinusoids(at frequencies�"!

�,	

� ) andan estimationof the
averagecontribution(or power)of eachone.While thespec-
trum,

�

�;� � , obtainedby theDFT wascomplex valued,the
peaksin

�
���

�;� � arerealvalued,they alsocorrespondto fre-
quenciesof event timesof arrival. Similar to the DFT, the
powerof thepeaksis proportionalto theproductof how of-
ten the arrival patternoccursandthe weightingof the data
performedby encodingthe signal. In additionto this simi-
larity to theDFT, theWelchAveragedPeriodogrampermits
thecomputationof con�denceboundson thepeaks.

7.1 Flow AnalysisusingLomb Periodograms

Recall that DFT-basedperiodogramsrequireuniform sam-
ples,whichrequiresresamplingof theoriginaltraceandmay
leadto lossof information.In thissection,wediscussatech-
niquewhichovercomesthis hurdle.

2Thatis, processinglargersetsof datadoesnotmaketheanswer
convergeto thetrueresult.

3The term windowing or shadingrefersto the time-wisemul-
tiplication of the data stream � �"! # by a smoothing function

$

�"! # . Many typical smoothingfunctionsareused(e.g.,Hamming,
Kaiser-Bessel,Taylor), all of which reducespectralbackground
noiseandclutter levels at the costof somesmearingof the peak
energiesin thefrequency domain.

Packet arrivals in computernetworks are inherently un-
evenly spaced,naturallyresultingin a signalencodingthat
is non-uniformlysampled.Lomb,Scargle,Barning,Vań� �cek
[17, 19] developeda spectralanalysistechniquespeci�cally
designedfor datathat is non-uniformlysampled.TheLomb
methodcomputesthe periodogramby evaluatingdataonly
at the times for which a measurementis available. Al-
thoughtheLomb methodis computationallymorecomplex
( %

��� log� � ), this propertymakesit anespeciallyappropri-
atePSDestimatorfor examiningeventarrival traces.More-
over, sinceonly the event arrivals needto be storedin the
time series(no resampling,asdiscussedin Section6, is re-
quired),the Lomb methodhasan addedadvantagethat the
input datais sparseandconsumeslessstoragememory. So,
at the cost of increasedCPU requirements,but decreased
memoryrequirements,the Lomb methodoffers all the at-
tractionsof periodograms,suchascon�denceintervals for
variouspeaks,with the addedadvantageof a moreprecise
powerdensitycomputationsfor non-uniformtimeseries.

TheLomb methodestimatesa powerspectrumfor � points
of data at any arbitrary angular frequencies. The power
density(

�

� ) at a frequency
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� ) are the � samplesof the
signal at times � � , which can be unevenly spaced. Lomb
periodogramis equivalentto least-squares�tting a sinusoid
of frequency & to thegivenunevenlyspaceddata.In case�

�

areevenlyspaced(i.e., thesignalis uniformly sampled),the
Lomb periodogramreducesto thestandardsquaredFourier
transform.

Notethatwhile analyzingnetwork traces,it maysometimes
be more convenientto work with time periodsratherthan
angularfrequencies,aswewill seein thenext section,where
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Figure5: A wirelessnetwork with oneFTP �o w and two
CBR �o ws. Thenetwork is con�gured to routetraf�c from
nodes0 and1 to node3 (andviceversa)via node2. Thetap
is placedsuchthat it only hearstransmissionsfrom nodes0
and3, andcreatesasimplesignalencoding.

we take speci�c networksandillustratetheuseof theLomb
method.Thepowerdensityat a timeperiod

�

canbeeasily
computedsinceit is simplyequalto
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�
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7.1.1 WirelessNetworkAnalysis

In wirelessnetworks, we model tapsasnodesthat cande-
tect transmissionsabove a certainsignalstrengththreshold,
and uniquely identify (and tag) eachsignal receptionwith
its transmittingnode. Consequently, a tap may only heara
subsetof nodesin the network. Moreover, we do not as-
sumethat the tapsparticipate(or, indeed,evenknow about
theMAC layer)in thenetwork. They only detectthelowest
level physicaltransmissions.

Considerthe four nodewirelessnetwork in Figure 5. We
simulatedthis network in ns-2, with an802.11bMAC layer,
anda 2Mb/s transmissionbandwidth(we usedthens-2set-
tings for Lucent WaveLAN). The nodeswere deliberately
placedin a con�guration sothatany traf�c from nodes0 or
1 to node3 hasto be routedthroughnode2, becausenode
3 is too far away and cannotdirectly hearnodes0 and 1.
Therefore,thewirelesslink betweennodes2 and3 is thebot-
tlenecklink. Three�o ws weresetup: OneFTP �o w from
node ���

� , oneCBR �o w from node  

�

� andoneCBR
�o w from �

�

 .

We thenplacethetap � in thenetwork suchthat it canonly
detecttransmissionsfrom nodes0 and3. The tap doesnot
hearany transmissionfrom nodes1 and2 becausenode1 is
too faraway, andnode2 is bothfar awayandhaslow signal
strength.
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Figure6: The Lomb periodogramfor the wirelessnetwork
of Figure5 revealsall three�o wsinvolving four nodes,even
thoughthetaponly hearsnodes0 and3. The ���

� FTPis
identi�ed by thepeaksspreadnearits RTT (328.85ms).

A simplesignalencodingis createdfrom thetraceby assign-
ing theamplitude"

 to all receptionsfrom node0, and $

 

to all receptionsfrom node3. A smallsnapshotof thissignal
is shown in thebox in Figure5.

This simulationwasrun in ns-2 for 300 secondsusing the
DynamicSourceRouting (DSR) protocol [13] to maintain
connectivity in theadhocnetwork. TheCBR�o w from  

�

� wascon�gured to sendpacketsof 1024byteseach,at an
averagetransmissionrateof onepacket every 173ms. The
CBR�o w from �

�

 wasalsocon�guredto sendpacketsof
1024byteseach,but atarateof onepacketevery75ms.The
statisticsreportedby ns-2for theFTP ���

� was:roundtrip
time(rtt ) of 371ms,with ameandeviation(rttvar ) of
92.5ms.

It shouldbenotedthat the traceproducedby the tap in this
network is complex andnoisy thanthe tracewould be on a
wired network. This differenceis not simply dueto trans-
missionmedia,but in the kinds of supporttraf�c usedin
wirelessnetworks. For instance,the eventsreceived at the
tap include the DSR routing updates,which do not corre-
spondto any end-to-end�o w. Furthermore,dueto thenature
of 802.11b,the packet transmissionsare interspersedwith
thecorrespondingRTS,CTSandMAC layerACK transmis-
sions[1]. Also, dueto thenatureof wirelessnetworks,and
thehidden-nodeproblem,therearecollisionswhich arere-
solvedat theMAC layer, leadingto retransmissions.Finally,
thereis interferencein thesignalfrom transmissionsat node
3 thatarenot intendedfor node1.

Weareinterestedin identifyingthecharacteristicsof thevar-
ious�o ws,soaftercollectingthesignalfrom tap � , wecom-
putetheLomb periodogramof thatsignal. Inspectionof the
Lomb periodogramplot shown in Figure 6 revealsthat its
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threemostprominentpeakscorrespondto eachof the three
�o ws.

BothCBR�o wsarerevealedby thepeaksverycloseto their
transmissionrates.Thetransmissionintervalsfor CBR �

�

 andCBR  

�

� from Figure5 were75 ms and173ms,
respectively, whereasthe peaksare found at 75.01ms and
173.08ms,respectively.

The FTP �o w from � �

� canbe identi�ed by the peaks
spreadaround328.85ms,whichcorrespondto theround-trip
timefor thisTCP�o w. Thisvalueis well within thestandard
deviationof themeasuredround-triptime(thedeviationand
RTT werereportedto be92.5msand371msby ns-2).

Observethattheplot is ableto show theeffectsof bothCBR
�o ws, eventhoughit doesnot receive any signalfrom node
1, an end-pointfor both these�o ws. The fact that we can
seeCBR from  

�

� is even moreinterestingbecausenot
only can the tap not hear the transmissionsof node1 (or
node2), but thereis no way for the tapto know whennode
3 receivesa packeteither. Soeffectively, thetapneverhears
any transmissiondirectly relatedto this CBR �o w, yet its
peakis oneof themostprominentpeaks.

This example is a good illustration of the Lomb peri-
odogram's utility in extracting useful information for de-
tectionof conversationsevenin complex wirelessnetworks
wherethetracemaybequitenoisy(dueto theroutingtraf�c,
for example),incomplete(dueto the limited rangeof taps),
andcomplex (duetoaninherentlycomplex MAClayertrans-
missions).In thisexample,theLombmethodis ableto iden-
tify thekey timing parametersof the �o ws, andthusreveal
all threeIP �o ws.

7.1.2 Discussion

This exampleshows thepromiseof Lomb's techniquefor to
revealingkey �o w information,evenwhenthesignaldid not
explicitly containdatafrom transmissionsrelatedto someof
those�o ws. Work with othertraces,somesimulated,some
real,havecon�rmed this promise.

At thesametime, therearechallengesin usingLomb.

The �rst major challengeis �nding ways to explain each
peakin a graph.Evenwith simulatedtraf�c (wherepresum-
ably we know or can�nd all the time constants),thereare
peaksthat sometimeseludeunderstand(suchas the small
peaksat 100 and66 ms in Figure6). Also, we have found
thattheLombperiodogramtechniqueidenti�es differentnet-
work characteristicsfor differentnetworks.It is ableto iden-
tify the round-triptimesof theFTP�o w in Figure6, but in
a similar experimentusinga wired network highlightedthe
transmissionintervals ratherthan the round-trip time. It is
not yeta re�ned tool.

Finally, thebiggestchallengemightbeto scaletheLombpe-
riodogrammethodto largernetworks. We have appliedthis

techniqueto somelarge publicly available tcpdumptraces,
andfoundthateventhoughtherearesomeprominentpeaks,
it is dif�cult to identify thekey timings that they represent.
Moreover, despitethe fact that Lomb periodogramworks
well in thepresenceof noise,wehavefoundthatthenoisein
largenetwork tracescanoverwhelmthismethodby reducing
the con�dencein prominentpeaks.Developingtechniques
to furtherreducetheeffectsof noisein largenetworks is an
importantchallengefor reducingthis approachto practice.

7.2 Tracking Network Dynamics using Time
Varying Spectra

Until now, we have limited ourselvesto collecting the en-
tire tracefor the full durationof a �o w, andanalyzingthe
aggregatesignalusingaone-dimensional(descriptionof the
signalonly asa functionof thefrequency) representationof
its spectra.However, thesespectraltechniques(e.g.,Lomb
Periodogram),are only valid when the underlyingprocess
that generatedthe signal is wide sensestationary,4 i.e., its
frequency contentdoesnot changewith time. Thesetech-
niquesarestill valuablewhenthesignalstatisticsvaryslowly
enoughsuchthatthey arenominallyconstantoveranobser-
vation period which is long enoughto generategood esti-
mates. That is why it was appropriateto useLomb peri-
odogramsfor the analysisof round-trip times or the send
ratesof �o ws on networkswhosenodesarestatic.On these
networks(which includesmostof theInternet),theRTT and
meansendratesremainratesremainstableand relatively
constantover thedurationof individual �o ws.

However, in many scenarios,thenetwork and�o wsaremore
dynamicin nature.For example,in mobileadhocnetworks,
the nodesaremobile and the topology changeswith time.
Or, evenin a staticnetwork, theobjectivemaybeto analyze
theevolution of �o ws over time (to detectTCPstabilization
timesetc.). Suchscenarioswherethe network or the �o w
characteristicsdynamicallychangerequiretechniqueswhich
cantrackchangesin thespectrawith time – or candevelop
a time-varyingspectral representationof the signal. Such
two-dimensionalrepresentationspermita descriptionof the
signalcharacteristicsthat involvesbothtime andfrequency,
andprovideanindicationof thespeci�c timesat which cer-
tainspectralcomponentsof thesignalareobserved.

Processeswhosespectrachangeswith time, are known as
nonstationaryprocesses[10]. Many (linear andquadratic)
techniqueshavebeendevelopedfor nonstationarysignalpro-
cessing,but of specialimportancefor usaretwo lineartech-
niques:(1) theShortTermFourier Transform, or STFT[11],
which is a naturalextensionof the Fourier transformthat

4Wide sensestationary(WSS) usually requiresthat the mean
andautocorrelation(andin thecaseof multiple streams,crosscor-
relation) functionsof the processareconstantwith respectto the
thetimeanddurationof observation.

8



employs shifting temporalwindows to divide a nonstation-
ary signal into componentsover which stationaritycan be
assumed,and(2) theWaveletTransform[21], which is more
complex thantheSTFT, but offersbettertime-frequency res-
olution by tradingoff time resolutionfor frequency resolu-
tion andviceversa.

In this paper, we will use rectangulartemporalwindows,
similar to thosein theSTFT. Temporalwindowswereintro-
ducedin Section7. In Section7.3,we will usethewindow-
ing techniqueto track topologychangesin a network with
mobilenodes.Our generalapproachfor analyzingdynamic
networksusingwindowing is asfollows.

The tap trace is divided up into temporalwindows of a
constantdurationand spectralestimatesare computedfor
eachwindow. Oftenthewindows areoverlappedby a �x ed
percentageto ensuresmoothboundarytransitionsfrom one
window to the next. The outputvectorfrom spectralanal-
ysis (which can be cepstrum,coherences,cross-spectral-
densities,or indeedpower spectraldensitiescomputedus-
ing LombPeriodograms)of eachwindow is stackedtogether
ascolumnsof a two dimensionalmatrix, forming an image
with timealongthehorizontalaxisandtheestimatedparam-
eter(suchasamplitudeor spectraldensity)alongtheother.
This kind of representationis oftenknown asa spectrogram
or just gram for short. In the simplestform, a spectogram
is simply the squaredmodulusof the Short Term Fourier
Transformof a nonstationarysignal. Sincespectrogramef-
fectively plot thespectra,asit variesin time, it is usefulfor
discoveringvariationsin �o w andnetwork characteristicsin
a dynamicallyevolving traf�c scenario.

Recall that the Lomb method,which is relatively new, per-
mits theanalysisof non-uniformlysampleddata,at thecost
of increasedcomputationalcomplexity. However, therearea
multitudeof classicalsignalprocessingtechniques5 thatare
applicableto uniformly sampleddataonly. In order to ex-
ploit theseplethoraof techniques,in thenext section,wewill
useuniformly sampledsignalsto analyzethe time-varying
spectra.6

7.3 Link and Path Discovery usingCoherence

Theprevioussectionsfocusedupontheanalysisof onesig-
nal stream. We now move to the analysisof signalsfrom
multiple trace�les in orderto relatetransmissionsin onelo-
cationwith thoseatanother. In addition,wewill usethewin-
dowing techniqueagain,to capturevariationsin thesesignal
relationships.

If thereis enoughperiodicity in a trace�le to show spectral

5Most undergraduatesignalprocessingtexts only discussuni-
form sampling.

6Note that we arecurrentlyexploring ways to extendLomb's
methodto analyzetime-varyingspectrausingwindows.

or cepstralpeaks,andif thetransmissionsof onesourceare
answeredbackby anothersourceat somelayer of the net-
work (suchaswith ACKs in TCPor via theMAC protocols
in a wirelessnetwork), thenwe cancomputethedegreethat
thetwo differentsignalsarerelated.

Theproblemin thissectionis to identify all active(one-hop,
or MAC layer)links betweenthevariousnodesin anetwork.
Moreover, wewill now work in amobileadhocwirelessnet-
work. Suchnetworksrequireusto furtherenhanceour tech-
nique,in orderto dealwith the additionaldynamismintro-
ducedby themobility of thenodes.We dealwith mobility
by using the techniquesdescribedin Section7.2 for time-
varying spectra,andwe discover links by usinga classical
signalprocessingtechniquecalledcoherence, which canre-
veal relationshipsbetweentwo signals.As we will discuss,
thecoherencebetweensignalsfrom theend-hostsmayalso
beableto revealotherimportantinformationaboutthe�o w
betweenthosehosts,suchasthe applicationgeneratingthe
traf�c.

The multiple input extensionof the periodogramin Equa-
tion 2 is CrossSpectral Density(CSD)which is essentially
the crossspectrum(the spectrumof the crosscorrelation)

� �

�

��� � of two randomsequences.Theformulais
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where ���

� denotesthe complex conjugate. The resulting
CSDshowshow muchthetwo spectra

�

��� � and
�

�;��� have
in common. If two signalsare randomlyvarying together
with componentsat similar frequencies,and stay in phase
for a statisticallysigni�cant amountof time, thentheir CSD
will show peakat theappropriatefrequencies.Two indepen-
dentsignalsdonotgivepeaks.CSDmaybecomplex valued,
so the magnitudeof the CSD is generallyusedin thesame
way themagnitudeof thePSDis.

Onecancomputeaversionof theCSDknown ascoherence,
whosevalueis mappedbetween0 and1. Theformulais
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(5)

This formulationis usefulin situationswherethetypicaldy-
namicrangeof spectrawould causescalingproblems,such
asin automateddetectionprocessing.Sincethe coherence
is nicely bounded,it allows easierautomation.However, as
welosetheabsolutelevelsof

���

�

��� � ,
� ���

�;� � , and
�

�
�

�;� � , it
shouldstill beusedin conjunctionwith theCSDratherthan
asareplacement.CSDandcoherencemayalsobepresented
in gramform in a manneridenticalto thatdiscussedabove.

CSD and coherenceanswerthe question: what was the
power of the conversationbetweenany two sourcesin the
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Figure7: CoherenceBetweenNodesin the WirelessNet-
work from Figure5.

network duringa certaintime-slice?Furthermore,if we en-
codetransmissiondurationsto amplitude,thenthepower of
thepeakswouldgiveasenseof thebandwidthof thecommu-
nicationsbetweenthenodes.We have foundthis technique
quiteusefulfor discoveringroutingtopologyin wirelessnet-
works.

First we demonstratethe Coherencetechniquewithout the
addedcomplicationof mobility. Figure7 shows the results
of analyzing30secondsof tracedatafor coherence.Thedata
is taken from a simulatedwirelessnetwork with a topology
similar to Figure5. Two simple�o ws arepresent.An FTP
from � �

� by way of node2, anda CBR from  

�

� ,
alsoby way of node2. The�gure showsonecoherenceplot
for eachpair of nodesin the lower diagonalof the matrix
of nodes.Eachcoherenceplot is labeledCoherence

�

� and
shows thecoherencebetweennodes� and � . Plotswith vis-
ible peaksindicatestrongercoherence,which suggeststwo-
way transactions(hencea conversation). Furthermore,the
shapesof thepeaksalsoprovidesinformationwhichmayal-
low us to differentiatethe typesof datatransfers(FTP vs.
CBR,etc.).

Onecanseethat strongpeaksoccurbetweennodepairs2
and0, 2 and1, 3 and0, and3 and2. The links ���

� and
��� � arecarryingtheFTP, andlinks ���  and ��� � are
carryingtheCBR.Thepeaksin Coheregram�

�

donot corre-
spondto a link, but insteadaredueto the fact that theFTP
transferbetweennodes0 and3 causethosenodesto inter-
act in a stronglyperiodicpatterndueto the ACK feedback
of TCP. Thereis a lack of coherencebetweennodes0 and
1 becausethey do not shareany information. We speculate
that thecoherencebetweennodes3 and1 is dueto thetraf-

Figure8: CoheregramsShowing Time Varying Coherence
BetweenNodesin theWirelessNetwork from Figure5, due
to amobilenode1. Link/Routingchangesareobservedat14
secondsand25.5seconds.

�c periodicitypatternof theFTPbeingaffectedby theUDP
transmission,but we havenotcon�rmed this.

Next, wedemonstrateoursolutionto theproblemof notonly
discoveringthe topology, but trackingtopologyandrouting
changes,in mobilenetworks.

Figure 8 shows a coheregram generatedby analyzingan-
other30 secondsof tracedatatakenfrom thesamewireless
network in Figure5, exceptthatnow node1 movesaround
node2 at a constantspeed(while it moves),stoppingfor a
shortduration�rst betweennodes0 and2, andthenbetween
nodes2 and3. This motioncausesreroutingto occurtwice,
�rst at 14 secondsinto the run, andagainat 25.5seconds.
Initially, traf�c from  

�

� is routedthroughnode2, until
at time 14 seconds,node1 getscloseenoughto node3 to
routedirectly. This continuesuntil 25.5seconds,whennode
1 hascircledfarenoughawayfrom node3 to resumerouting
throughnode2.

Coherencespectrawere computedfor each512 ms inter-
val anddisplayedasatwo-dimensionaltime-frequency gram
whereintensityis proportionalto powerat thattimeandfre-
quency (white = low level to black= high level). Theresult
is a gramplot for eachpair of nodes(laid out exactly asin
Figure7). Whenthecoherenceremainssimilar from onein-
terval to thenext, peaksresolveashorizontallinesin theplot.
However, whenthenetwork reroutesat14secondsandnode
1 beginsto communicatedirectlywith node3, thecoherence
peakschangevisibly in Coheregram

-:�

and Coheregram�

�

.
At 25.5seconds,they coherencepeakschangevisibly, and
remainsuchuntil thenetwork resumetheirold form. Sucha
changecouldbedetectedby automatedmeans.
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8 Conclusions

There'ssomethingvery tantalizingabout�nding a new way
to look at datatraf�c. For instance,the experienceof see-
ing coherencetechniquesmapthe patha �o w's traf�c took
throughthe network, andto recognizechangingcommuni-
cation patternsin a mobile ad-hocnetwork was extremely
exciting.

We startedthis paperwith four questionswe hopedsignal
processingtechniquesmightaddress.

Clearly the coherencetechniquesgive us insightsinto who
is talking to whom, andthe pathstraf�c take. We arecur-
rently working on re�ning thesetechniquesto larger and
morecomplex networks.

TheLombperiodogramgivesussomeinsightinto determin-
ing how many �o ws aretravelingover a particularpath: the
peaksin theperiodogramcanbeusedto revealfeaturesof in-
dividual �o ws. But wearealongwayfrom usingthatdatato
determinewhich particularapplicationsarein useor which
individualeventscorrespondto a particular�o w.

At thesametime theresultsreportedin this paperobviously
raisemorequestionsthanthey answer. Therearea number
of opportunitiesto substantiallyre�ne algorithms,including:

� How bestto encodea traceasa signal?Encodingis a
key partof theanalysisprocessandyetwe'veonly just
begunto exploretheissues.It seemslikely thatdiffer-
ent encodingswill give different results,andperhaps
highlightdifferentaspectsof a trace.

� How to separatewheatfrom chaff in the results?The
Lomb periodogramis a goodexample.Evenfor mod-
est amountsof traf�c, it revealsa numberof heavily
usedfrequencies.How do we identify thefrequencies
wemostcareabout?

� As mentionedin Section7.2,oftennetwork traf�c pro-
ducesnonstationaryprocesses,which requirespecial-
izedtechniquessuchaswindowing andtheWelchAv-
eragePeriodogramdescribedin Section7. However,
eventhesetechniquesalsowork well only if thesignal
statisticsvaryslowly enough,at leastwithin theobser-
vation time coveredby the window. Anotheralterna-
tive (which we areexploring) is to developtechniques
which do not requirethe signal to be wide sensesta-
tionary at any time scale. Waveletsanalysisis a rela-
tively new tool in signalprocessing,developedonly in
1980s[21], andthey areapplicableto completelynon-
stationarysignals. We are exploring the useof such
techniquesfor discoveringtime varyingnetwork prop-
erties.

� Thetechniquesin Section7.3allow usto discoverlinks
in networks,which, at leastgivesa goodindicationof

the topology of the network, even as it changeswith
time. However, it still requiressubstantialanalysisto
movefrom this link topologyto actuallypredictingthe
routesthat thepacketsof thevarious�o ws follow, be-
tweenvariousend-hostpairs. We areexploring ways
to simultaneouslyapplyinggraphtheoreticalgorithms,
knowledgeof network routingprotocols,andoursignal
processingalgorithmsto discover the routing tables,
givenminimalknowledgein the form of tap traces.If
successful,thiswouldbeamajorstep,becauseit would
meanthat routing tablesof a network canbe discov-
ered,given only the times(andpossiblydurations)of
thenodetransmissions.

� Finally, given that thesetechniquesappearto work,
what can we do to hide traf�c patternsfrom them?
What(possiblynew) techniquesshouldweuseto make
traf�c lessvulnerableto this sortof traf�c analysis?
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