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ABSTRACT

Expertshave long recognizedhatit is possibleto perform
traf ¢ analysisonencryptedhaclketstreamsy analyzingthe
timing of paclet arrivals (or transmissions).We reporton

experimentsusing basicsignal processingechniquedrom

acousticdo attemptto performtraf c analysison encrypted
transmissionon wirelessnetworks. While the work dis-

cussechereis preliminary we are ableto demonstratéwo

very interestingresults. First, it is possibleto extractinter

estingtiming information, suchasround-triptimesof TCP
connectionsfrom tracesof aggreyateddatatraf c. Second,
it is possibleto determinehow datais routedthrougha net-
work usingcoherencenalysis.Theseresultsled usto sug-
gestthat signal processingtechniqueswill prove valuable
network analysigtoolsin thefuture.

1 Intr oduction

Network securityexpertshave long known that examining
even subtletiming informationin atrafc streamcould, in
theory be exploitedto achieve effectivetraf c analysiq15].
Considerthe paclet arrival patternin a TCP o w. The pat-
ternis a function of a numberof key network parameters
suchasround-trip times, sendrates,and various TCP and
MAC layertimeouts,aswell asthevaluesfor all other o ws
that sharenetwork links with the o w in question[18]. In
theory therefore atraceof pacletarrivals shouldbea com-
positeof all of thesepatterns.

To mitigateexposureof thesepatternof traf ¢ information,
traf ¢ is oftensubjectedo techniquesuchastunneling traf-
¢ aggreation, falsetrafc generation,and datapadding.
Tunneling hides the original sourceand ultimate destina-
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ProjectsAgengy (DARPA) under contractNo. MDA972-01-C-
0080. Views andconclusionsontainedn this documentarethose
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tion and usessecurity gatavays as the endpointsas traf ¢
traverseshostile networks. Trafc aggreyationworks with
tunnelingunderthe theoryof protectionin numbers—may
trafc o ws all sharingthe sametunnelmay maskany one
particular o w's characteristicdf thereis notenoughaggre-
gatedtraf ¢ to hideindividual o ws,falsetraf ¢ canbegen-
eratedto helphidethetrafc of interest.Datapaddingtries
to hide information that can be extractedfrom the paclet
length. Theseandothertechniquesareattemptsto obscure
thepatternandaddnoiseto thetraf c stream.

Interestingly the problemof extractingcharacteristicérom
anotherwisenoisyernvironmentis very similarto theextrac-
tion of featuresfrom sonardata. Sonarsignalsare passed
throughsophisticatedignalprocessinglters to identify the
signalsthathave structurenot otherwisevisible.

The key idea,then,is to corvert paclet tracesinto encoded
signals,andthenexaminethe signalsto identify prominent
or recurringfrequencieandtime-periods With aneffective
signalencodingmary well-known frequeng analysistech-
niguesfrom the signal processinditeraturecanbe applied.
We thenusesignalprocessingo performtrafc analysisto
reconstructhe network topology or extract network traf ¢
parameters.

In this paper we considerthe useof techniquessimilar to

thoseemployedin acousticprocessindo dotrafc analysis
in the presencef noise,whetherthe noiseis inherentin the

traf ¢ streamor placedthereintentionallyto camou agethe

interestingtrafc o ws. We take paclet tracesof streams
andcorverttheminto signalssuitablefor signalprocessing.
We thenshaov examplesof the kind of informationthat can

be extractedfrom the signalsusingtwo techniques:Lomb

PeriodogramandCoherence.

2 Desired Results

Thereis awide rangeof questionghatonemight aska traf-
¢ analysissystemto answer We, however, had particular
typesof resultsin mind whenwe beganourwork with signal



processingechniquesWe soughttechniquesvhich answer
oneor moreof thefollowing questions:

Who is talking to whom? Ideally, we would be able
to identify eachindividual applicationendpoint.How-
ever, avery usefulresultwould beto determinefor in-
stancehow mary differentsitesaresendingtheir traf-
¢ overthesamelPsectunnel.

What path is trafc taking over the network? This
guestionis of particularinterestin wirelessnetworks
(wheredetermininghow traf ¢ is routedis dif cult),
but may also be usefulin multi-tunnel environments
suchasOnionRouting[20].

Whattypesof applicationdataarebeingsent?Are we
seeinginteractive applicationsor le transferapplica-
tionsor both?

Canwe associatéransmissionsvith a particular o w?

For instanceijf we determinghat veconcurrento ws

areunderway over an IPsectunnel,canwe (with high

probability) determinewhich IPsecpaclets are asso-
ciatedwith which ow? If we could breakaggrejate
0 ws into their componentsye could potentially use
additionaltraf ¢ analysistoolsthataretunedto single
o ws (e.g.,the passwerd inferencetechnologydevel-

opedby [22]).

3 RelatedWork

Signal processinghas beenusedto analyzethe nature of
aggregatenetwork trafc, and develop accuratemodelsof
traf c consistingof asymptoticallylarge numberof o ws,
suchasthetrafc onalargeintranet,or onthelnternetback-
bone[4, 2, 16]. It hasbeenshavn thataggreyatetrafc on
the Internetis self-similar or shavs long-rangedependence
[16]. Self-similarity meansthat no single time-scalecom-
pletely captureghe rich behaior of the aggrejatenetwork
trafc. This obsenationimplies that oneneedsto describe
theevolution andsteadyprogressiorof characteristicgsuch
asthe numberof active TCP connection®r the distribution
of IP paclet interarrival times) of aggreyatenetwork traf ¢
acrossall scalespbecauseno singlescalecandescribeall of
the uctuations andvariations[2, 9]. This obsenation has
led to work on long-termmemorymodels self-similarmod-
elsandmodelswith fractalfeatureswheresignalprocessing
tools suchasthe Wavelet transformare especiallyapplica-
ble becausef their ability to capturefrequeny responseat
variousscalessimultaneously12, 3].

Thoughthework onthenatureof aggreyatenetwork traf ¢ is
extremelyrelevantto the materialpresentedh this paperthe
generalfocusof our work is not to modelaggreatetraf c,
but ratherthe inverseproblem,but to deconstructhe traf ¢
into individual o ws, or sessions.

Anotherrelatedareais that of networktomayraphy|[24, 6].
Network tomographyis concernedvith identifying network
bandwidth,performanceand topology by taking measure-
ments eitheractively from thenetwork nodeswith their co-
operation[7, 8], or passiely usingmeasurementsom pre-
existingtraf ¢ [23, 5]. Most network tomographywork has
alsodealtexclusively with network monitoringandinference
of wired networks suchasthe Internet([6]). Moreover, tra-
ditional network tomographyeliesontheability of themea-
suringagentgo beableto participatan thecommunications,
possiblyat the network layer. The participationmay either
bein the form of the ability to take measurementsr even
theability to explicitly transmitpacletsto othernodesn the
network.

However, in somescenariossuchasin adwersarialwireless
networks, we cannotassumehat the measuringagentscan
participateon the network. Indeed,in mary military do-
mains,the natureof the network protocolsdeployed on the
adwersarysnetwork maynotevenbeknown. As aresult,the
work in this papemakesfar moreconserative assumptions
aboutwhata measuringagent(or tap) maydo. Ouraimisto
discover network topologypurelyfrom theraw transmission
traces.

4 Network and Tap Model

Our goalin this work is to make the traf c analysistech-
niguesbroadly applicable. To that end, we make as few
assumptionsaboutthe network andthe obsened trafc as
possible.

We assumehat thereis somenetworkover which discrete
piecesof dataaretransmittedby sendes. Thetransmission
of thesepiecesof datacausenetwork events An eventis in-
dividually detectableor distinguishable—thais, a listening
device cantell whenan eventis over andwill not con ate
concurreneventsfrom multiple sendersnto oneevent. It is
importantto notethataneventneednotperfectlycorrespond
to adatapaclet. An eventmayrepresenthe transmissiorof
partof a paclet (e.g.,a frequeng hop), or multiple paclets
(saytwo pacletscontainedn a singlewirelessbursttrans-
mission).

A sendern this modelis the device that causedhe event.
The senderis not necessarilythe device thatactually origi-
natedthe datathatcausedheevent.

We assumehatthereareoneor moretraf ¢ tapswithin the

network. A tap seeksto obsene trafc on asmuchof the

network asis possiblefrom the tap's location. This broad
de nition is choserto accommodatéhe differencebetween
ataponawire or ber, wherethetapis restrictedto data
placedon the wire, and a wirelesstap, which is observing
some(potentially very large) fraction of the wirelessspec-
trum, andthusmay seetransmissiongérom a wide rangeof

sourcesThisrangeis shaovnin Figurel.
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Figurel: Wirelessnetwork with nodes(n1-n7)andtap (p)

A tap collectseventinformationin atrace For mostof the

work discussedh this paperthetraceis assumedo contain

only thetimetheeventwasseerandtheidentityof thesender
of theevent.

Theconcepbf identity usedhereis intentionallyvague—the
identity couldbethelP addres®f anlPseqgatavay, theloca-

tion of aradiotransmittertheupstreanor downstreantrans-
mitter ona point-to-pointlink, or simply “the samesenders

theonethatsenttheseotherevents: Theidentity of asender
mustbe uniqueamongall sender&nown to thetap (or setof

cooperatingaps);we assumehe datacollection procesds

settingidentity andmaintainingthe uniquenesgroperty

We assumeeachtap hasaccesdo a clock usedto record
wheneventsoccur, thatis, whenthe eventwasheard. In a
wirelessnetwork, this time of detectionmay be the middle
of the transmissiordueto propagatioror othereffectssuch
a frequeng hopping. The granularityof the clock usedto
recordtime mustbe sufciently smallthattwo consecutie
eventson the samechannelwill be given differenttimes-
tamps.

We notethatthereis no assumptioraboutknowledgeof the
lengthof theevent,the destinatiorof thedatacorresponding
to the event, signalstrengthor ary insightinto the contents
of the event, eventhough,in mary casesthis andotherad-
ditional informationmay be available. How this additional
informationmight be usedis discussedh latersections.

A tapmaynotcaptureall trafc. Forinstancereceptionrona
wirelessnetwork maybevariabledueto ervironment,noise,
transmissiorpower, or jammingsuchthatatapis unableto
obsene sometransmissionsFurthermorea tap may occa-
sionallymake anerrorandmistalenly believe it hasseenan
eventwhenno eventwassent(e.g.,dueto noiseonthewire-

lessnetwork).

Therearesomeothercharacteristicef tapsworth comment-
ing on:

Multiple taps: Multiple tapsmay be usedtogetherto de-
velop a more completepicture of the network trafc. Note
thatthe clocksusedby the differenttapsneednot be consis-
tent, but the skew betweerthe differenttap clocksneedsto

beknown (or computableanddeterministic.

Resourcelimitations: A tap (or a network of taps)mustbe
capableof storingall thetransmission# detectsor a suf-
cientamountof time for analysigo take place.For example,
theround-triptime of atransporiayer o w cannotbedeter
minedif thehistorythatcanbestoredattapsis lessthanone
round-triptime. Thetotal volumeof datathatmustbe stored
dependson the capacityof the channeland the maximum
round-triptime of o wsseenonthechannel.

In thewirelesservironment,atapmayalsobelimited by the
amountof spectrunit canexaminein ary giventime. Indeed
thespectrunrangecoveredby thetapmaybedifferentfrom

the spectrumrangeusedby the senderwith the resultthat
someeventsarenotobsened.

Mobility: Nodesmay move aroundthe network. Thus
senderamay move in andout of the rangeof one or more
taps.We assumehatsendergypically dwell in therangeof
oneor moretapslong enoughfor eventsto beheard,andthe
sendersdenti ed andrecorded.

5 A Note About Data Sources

Eventhoughthe techniquesiescribedn this paperhave all
beentestedon real wirelessdata, the examplespresented
hereall use simulatednetwork data. We choseto present
simulateddatafor two reasons.

The rst reasoris that,sofar, we have nothadtheequipment
to collectthe kinds of wirelesstraceswe need. Rather we

have taken existing tracesandattemptedo adaptthem. So,

for instancepnewirelessdatasetwe have useds atcpdump
traceof thewirelessdataandlacksthe MAC layerACK and

RTSsignalsandhasdeletedary erroredpaclets.As aresult,

someof thekey frequeny informationis lost. (Oneparadox-
ical consequencis thatrealdataactuallymakessomeresults
look betterthanthey shouldbecause&onfusingsignalshave

beeneditedfrom thetraces).

Thesecondeasoris thatnorealtrace sofar, hascomewith
all the required“ground truth” dataneededo cross-check
results.Sorealdataofteninvolvesmakingguessesboutthe
meaningof results.

Simulationdatadoesnot suffer theselimitations. We have
all the signalsand canpresenthemin all their complexity.
And if we cannotexplain a resultfrom a simulation,it rep-
resentsa seriouschallengen interpretation not the lack of
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the necessargupportingdata. So, for the purposesf clear
exposition,we have usedsimulationdata.

6 Signal Encoding

Figure2 shavs our traf ¢ analysisprocessingnodel. Traf-
¢ is capturedfrom the network via taps. The tracesfrom
thetapsareencodednto signals. The signalsarethenpro-
cessedusing varioussignal processingechniquesand the
nal resultis analyzed.Thisis preciselythe samemodelof
analysisusedin signalprocessingf acousticdata.

The rst stepin producinga signalis acquiringthe samples.
Signalprocessingnakesa distinction betweenwhetherthe
samplesaregatheredy a uniform or non-uniformsampling
process. The type of signal producedmustbe appropriate
for the target signalprocessinglgorithm. With datatraf c,
the major concernis thatthe samplingfrequeng allow the
separatiorof meaningfulevents. We assumehe sampling
procesameetsevent separatiorcriterion. Given separation,
we cancorvertatraceinto aneventstreanthatis appropriate
for ary targetsignalprocessinglgorithm.

Thetracerepresents setof discreteevents , loggedat

times , for ,Where isthenumberof events
in thetrace.The generalpproactto producinga uniformly

sampledsignalrepresentinghetime of arrival of event

is to pick an appropriatetime quantizationinterval , bin

time into incrementsat thatquantization , where isa
integer, andthenplacea marker in the bin representinghe
nearestimeto  whenthe event wasdetected.That
is, , Where isthequantizatiorfunctionsuchas
the oor or the ceiling function. The Nyquistlimit provides
the meansfor determiningthe size of the time increment;
we aim to minimize the numberof bins and yet meetthe

Nyquistlimit. This processs known asresampling Dueto

theerrorsintroducedby quantizingthe time of arrival, some
information containedin may be lost in the resultant
encoding.

To producea non-uniformlysampledsignalrepresentinghe
time of arrival of events , markers are placedonly at
times . Sincethereis noresamplingno quantizatiorerror
is introducednto theencodedsignal.

Thetracemay berich with informationthatcanbe encoded
asasignal. Considera function astheencodingfunction.
For a binary, or impulse, representatiomf time of arrival,

—
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Time Duration Description

3.582728 0.004336 2 /* 3 0 3 tcp frame 1084 B */
3.587075 0.000152 3 /* 2 3 2 MACctrl frame */
3.587417 0.000176 3 /* 2 3 2 MACctrl frame */
3.587604 0.000152 2 /* 3 2 3 MACctrl frame */
3.587807 0.000496 3 /* 2 3 0 ack frame 124 B */
3.588313 0.000152 2 /* 3 2 3 MACctrl frame */
3.588596 0.000176 3 /* 2 3 2 MACctrl frame */
3.588783 0.000152 2 /* 3 2 3 MACctrl frame */
3.588986 0.000496 3 /* 2 3 0 ack frame 124 B */
3.589492 0.000152 2 /* 3 2 3 MACctrl frame */
3.589934 0.000176 2 /* 3 2 3 MACctrl frame */
3.590121 0.000152 3 /* 2 3 2 MACctrl  frame */
3.590324 0.002384 2 /* 3 1 3 udp frame 596 B */
3.592719 0.000152 3 /* 2 3 2 MACctrl  frame */
3.593041 0.000176 3 /* 2 3 2 MACctrl frame */
3.593041 0.000176 2 /* 3 2 3 MACctrl frame */
3.593736 0.000176 1 /* 2 1 2 MACctrl frame */
3.593923 0.000152 2 /* 1 2 1 MACctrl frame */
3.594125 0.002384 1 /* 2 1 3 udp frame 596 B */
3.596520 0.000152 2 /* 1 2 1 MACctrl frame */
3.597082 0.000176 2 /* 3 2 3 MACctrl frame */
3.597268 0.000152 3 /* 2 3 2 MACctrl frame */
3.597471 0.002384 2 /* 3 1 3 udp frame 596 B */
3.599866 0.000152 3 /* 2 3 2 MACctrl frame */
3.600169 0.000176 2 /* 0 2 0 MACctrl frame */
3.600355 0.000152 0O /* 2 0 2 MACctrl  frame */
3.600558 0.000496 2 /* 0 3 0 ack frame 124 B */
3.601064 0.000152 0 /* 2 0 2 MACctrl  frame */
3.601327 0.000176 2 /* 3 2 3 MACctrl frame */

Figure3: Excerptof tracecapturingtransmissiongrom four
nodesof Figure5. Thereis an FTP o w betweennodes0
and3 anda pair of UDP o ws betweemodesl and3. All
traf ¢ is routedthroughnode2. The Time and Duration of
the transmissionsandthe transmitter(T) nodeid, are cap-
turedby thetap. The extra informationwithin (/* ... */) is
listed herepurelyto give the readeraninsightinto thetrace
dynamics,andis not known to or capturedby the tap. The
extrainfo includesthereceverid. (R), theglobalorigin (O)
anddestinationD) of the paclet containedn this transmis-
sion,anda Descriptionof the paclet contents.

is when ,and otherwise.A signen-
codingfunction canbe usedto indicatethedirec-
tion of the event. A weightedencodingfunctioncanrepre-
sentthetransmissiordurationor signalstrength.Additional
parameterfor eacheventcanberepresenteth thesignalby
re ning theencodingfunction

When multiple events are occurring simultaneously(i.e.,
within the samesampleperiod)andwould be setto thesame
time bin , wejitter thetime of the con icting eventsinto
emptyadjacensampletimesin orderto keepdatafrom be-
ing obscured.

While it is possibleto encodethe eventsof multiple senders
into a singlesignal, bettersignal processingesultsusually
comewhenonegenerateaseparatsignalrepresentatiofor



eachsender Recallthatthe sendeiis the mostrecenttrans-
mitter of thedatathatcausedhe event—itis nottheorigina-
tor of thedata.Thus,a singlesender$ tracemay containthe
dataof multiple o ws. Theideahereis simply to split the
tracesasmuchaspossiblebeforeprocessing.

An exampleof a tracecapturedby a tap monitoring trans-
missionsin a wirelessnetwork is shavn in Figure 3. As
discusseckarlier a duration-weightedsign encodingfunc-
tion canbe usedto encodethe capturedransmissionito a
signalappropriatdfor signalprocessing.Figure4 shavs an
encodingof transmissionfrom nodes? and3, which canbe
usedto analyzecommunicationshatspanthesenodes.
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Figure4: A non-uniformlysampledsignalrepresentationf
thetracein Figure3. duration for transmissions
of node and durations for transmissionérom
node .

7 Signal Processingand Analysis

Givenanencodedignal,we canmake useof awide rangeof
signalprocessinglgorithmsto try to extracttraf ¢ informa-
tion. In thissectionwewill describesomesignalprocessing
techniquesvhich we have foundusefulfor traceanalysis.

Most spectralprocessingechniquesuse the standardDis-

crete Fourier Transform (DFT) to compute the spectral
power densities. The DFT requiresthat the signal be uni-

formly sampled.

The DFT of a uniformly sampledsignal (with
samples)rovidesan -point discretespectrum
, where

1)

is the -point DFT. The valuesof correspondto
equallyspacedrequeng binsof the samplingfrequeng of

The resultingspectrum is a vector of complex num-
bers. The peakvaluesin correspondo frequencies
of eventtimesof arrival. The magnitudeof the peaksare
proportionalto the productof how often the arrival pattern
occursandtheweightingof thedataperformedby encoding
thesignal. The phaseof the peaksshavs informationon the
relatve phaseshetweenarrival patterns. The Fast Fourier
Transform(FFT) is a computationallyef cient decomposi-
tion of Equation1, madepossiblewhen is a productof
powersof smallintegers,thoughpowersof two arethe most
commonlyused.

If the characteristic®f the signal (dueto variationsin the
trafc ow) vary markedly during the DFT analysis,then
theresultingspectruncanbe misleading sincetheresohed
peaksmaybe presenfor only partof thetime in the signal.
Also, it is oftenthe casewith signalrepresentationthatthe
spectrakcontentcontainsmary harmonicallyrelatedpeakst

In thesesituations the spectralpeaksof interestmay not be
readily visible due to the overlap of the variousharmonic
peaks,causingthe spectrato look like noise. Thus, the ex-

aminationof the spectrungivenby the DFT canprovide vi-

sualizationof o ws in the form of characteristipeaks,the
DFT, whenusedalone,cangive spectrahatareinsuf cient

for furtherdetailedanalysis.In theremaindeiof this section
we describesignalprocessindgechniquesvhich addresghis
de ciency.

Periodagrams or Power Spectal Density(PSD)estimators,
arespectrakhnalysigechniqueshatareusedto computeand
plot thesignalpower (or spectrabensity)at variousfrequen-
cies. A periodograncanbe examinedto identify thosefre-
guencieghathave high power, thatis, powerabove a certain
predeterminedhreshold. As a consequenceyeriodograms
areusefulfor identifyingimportantor key frequencieseven
in theabsencef ary prior knowledgeaboutthe natureof the
signal.

Anotherimportantcharacteristiof periodograntechniques
is thatthey work very well evenin the presencef noiseor
interference.This is fortunatefor analyzingnetwork traf ¢
becausa o w of interestis oftenembeddedn anaggreja-
tion of othertrafc. In this casefrom the perspectie of the
ow of interest,all othertrafc contributesto the interfer
ence.

Whensignalsareexpectedo benoisy (i.e.,they have ahigh
degreeof randomnessssociatedvith themdueto corrup-
tion by noiseor consistingof randomprocessethemseles),

For example,the spectralcontentof a squarepulseis the fun-
damentalfrequeng of the pulse, plus all the odd numberedhar
monics.



corventionalDFT/FFT processingloesnot provide a good
unbiasedestimateof the signal power spectrun? A better
estimateof thesignalperiodogram, , maybeobtained
with the Welch Averaged Periodagram [25, 14] which uti-

lizes averagingin orderto reducethe in uence of noise. It

useswindowing to accountfor the aperiodicnatureof the
signal. Theperiodogranis generatethy averaginghepower
of  separatespectra , computedover different
segmentsof the data,eachof length

— )

where

wherethe windowed data is the windowed seg-

mentof , is awindowing function® usedto reduce
artifacts causedby the abruptchangesat the endpointsof

the window, and is the normalizedwindow power. The
value of the numberof samples within eachsegmentde-
pendsonthewindow function, . Theresultcanbeinter-

pretedasa decompositiorof the signalinto a setof discrete
sinusoids(at frequencies ) andan estimationof the
averagecontribution (or power) of eachone.While thespec-
trum, , obtainedby the DFT wascomplex valued,the
peaksn arerealvalued they alsocorrespondo fre-

guencieof eventtimesof arrival. Similar to the DFT, the
power of the peaksis proportionalto the productof how of-

tenthe arrival patternoccursandthe weighting of the data
performedby encodingthe signal. In additionto this simi-

larity to the DFT, the Welch AveragedPeriodogranpermits
the computatiorof con denceboundson the peaks.

7.1 Flow Analysisusing Lomb Periodograms

Recallthat DFT-basedperiodogramsequire uniform sam-
ples,whichrequiregesamplingf theoriginaltraceandmay
leadto lossof information.In this sectionwe discussatech-
niguewhich overcomeghis hurdle.

2Thatis, processindargersetsof datadoesnotmale theanswer
corvergeto thetrueresult.

3The term windowing or shadingrefersto the time-wisemul-
tiplication of the data stream by a smoothing function

. Many typical smoothingfunctionsareused(e.g.,Hamming,

KaiserBessel, Taylor), all of which reducespectralbackground
noiseand clutter levels at the cost of somesmearingof the peak
enepiesin thefrequengy domain.

Packet arrivals in computer networks are inherently un-
evenly spacednaturallyresultingin a signalencodingthat
is non-uniformlysampledLomb, Scagle, Barning,Var cek
[17, 19] developeda spectralanalysistechniquespeci cally
designedor datathatis non-uniformlysampled.The Lomb
methodcomputeshe periodogramby evaluatingdataonly
at the times for which a measurements available. Al-
thoughthe Lomb methodis computationallynorecomplec
( log ), thispropertymakesit anespeciallyappropri-
atePSDestimatorfor examiningeventarrival traces.More-
over, sinceonly the eventarrivals needto be storedin the
time series(no resamplingasdiscussedn Section6, is re-
quired),the Lomb methodhasan addedadwvantagethat the
input datais sparseandconsumesessstoragememory So,
at the cost of increasedCPU requirementsput decreased
memoryrequirementsthe Lomb methodoffers all the at-
tractionsof periodogramssuchascon denceintervals for
variouspeaks,with the addedadvantageof a more precise
power densitycomputationgor non-uniformtime series.

The Lomb methodestimates power spectrunfor  points
of dataat any arbitrary angularfrequencies. The power

density( ) atafrequeny Hz or angularfrequeny
( ) radians/seconis:
®3)
Where
Also, ( ) arethe  samplesof the

signalat times , which can be unevenly spaced. Lomb
periodograms equialentto least-squaredting a sinusoid
of frequengy tothegivenunerenly spacediata.In case
areevenly spacedi.e., thesignalis uniformly sampled)the
Lomb periodogranreducego the standardsquared-ourier
transform.

Notethatwhile analyzingnetwork tracesjt may sometimes
be more corvenientto work with time periodsratherthan
angularfrequenciesaswewill seein thenext sectionwhere



FTP 0->3:
rtt estimate = 371 ms
rttvar (mean deviation) = 92.5ms

CBR 1->3:
packet size = 1024 bytes
send rate = 1 packet every 173 ms

CBR 3->1:
packet size = 1024 bytes
send rate = 1 packet every 75 m:

\\ Probe only sees transmissions
\\\\\\ from nodes 0 (+1) and node 3 (-
& Sample signal captured:

/>.i/

Figure5: A wirelessnetwork with one FTP o w andtwo
CBR ows. Thenetwork is con guredto routetrafc from
nodedD and1 to node3 (andvice versa)via node2. Thetap
is placedsuchthatit only hearstransmission$rom nodes0
and3, andcreatesa simplesignalencoding.
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49.942414448 1
49.942803567
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49.948248185 -
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49.949277685 -
49.949667185 -
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we take speci ¢ networksandillustratethe useof the Lomb
method.The power densityatatime period canbeeasily
computedsinceit is simply equalto

7.1.1 WirelessNetworkAnalysis

In wirelessnetworks, we modeltapsas nodesthat cande-
tecttransmissionsbove a certainsignalstrengththreshold,
and uniquelyidentify (andtag) eachsignal receptionwith

its transmittingnode. Consequentlya tap may only heara
subsetof nodesin the network. Moreover, we do not as-
sumethat the tapsparticipate(or, indeed,even know about
the MAC layer)in the network. They only detectthe lowest
level physicaltransmissions.

Considerthe four nodewirelessnetwork in Figure5. We
simulatecthis network in ns-2 with an802.11bMAC layer,
anda 2Mb/stransmissiorbandwidth(we usedthe ns-2set-
tings for Lucent WaveLAN). The nodeswere deliberately
placedin a con gurationsothatary trafc from nodes0 or
1 to node3 hasto be routedthroughnode?2, becausenode
3 is too far away and cannotdirectly hearnodesO and 1.
Thereforethewirelesdink betweemodes2 and3is thebot-
tlenecklink. Three o ws weresetup: OneFTP o w from

node , oneCBR o w from node andoneCBR
ow from
We thenplacethetap in thenetwork suchthatit canonly

detecttransmissiongrom nodesO and3. Thetap doesnot
hearary transmissiorfrom nodesl and2 becauseodel is
toofaraway, andnode?2 is bothfar away andhaslow signal
strength.
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01ms

> CBR (3->1) Send Rate
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Figure6: The Lomb periodogranfor the wirelessnetwork
of Figure5 revealsall three o wsinvolving four nodesgven
thoughthetap only hearsnodesO and3. The FTPis
identi ed by the peaksspreachearits RTT (328.85ms).

A simplesignalencodings createdrom thetraceby assign-
ing theamplitude  to all receptionfrom node0, and

to all receptiongrom node3. A smallsnapshobf this signal
is shavnin theboxin Figure5.

This simulationwasrun in ns-2for 300 secondausingthe
Dynamic SourceRouting (DSR) protocol [13] to maintain
connectvity in theadhocnetwork. TheCBR o w from

wascon guredto sendpacletsof 1024 byteseach,at an
averagetransmissiorate of one paclket every 173 ms. The
CBR owfrom wasalsocon guredto sendpacletsof
1024byteseach but atarateof onepacletevery 75ms. The
statisticsreportedoy ns-2for the FTP was: roundtrip
time(rtt ) of 371ms,with ameandeviation(rttvar ) of
92.5ms.

It shouldbe notedthatthe traceproducedby thetapin this

network is complex andnoisy thanthe tracewould be on a
wired network. This differenceis not simply dueto trans-
mission media, but in the kinds of supporttrafc usedin

wirelessnetworks. For instancethe eventsreceived at the
tap include the DSR routing updates which do not corre-
spondto any end-to-endo w. Furthermoredueto thenature
of 802.11b,the paclet transmissionsare interspersedvith

thecorrespondindRTS, CTSandMAC layerACK transmis-
sions[1]. Also, dueto the natureof wirelessnetworks,and
the hidden-nodeproblem,thereare collisionswhich arere-

solvedatthe MAC layer, leadingto retransmissiondzinally,

thereis interferencen thesignalfrom transmissiongtnode
3 thatarenotintendedfor nodel.

We areinterestedn identifyingthecharacteristicsf thevar-
ious o ws, soaftercollectingthesignalfromtap , wecom-
putethe Lomb periodogranof thatsignal. Inspectionof the
Lomb periodogramplot shovn in Figure 6 revealsthat its



threemostprominentpeakscorrespondo eachof the three
o Ws.

BothCBR o wsarerevealedby the peaksvery closeto their
transmissiomates.Thetransmissionntervalsfor CBR

andCBR from Figure5 were75 msand173ms,
respectiely, whereashe peaksare found at 75.01 ms and
173.08ms,respectiely.

The FTP ow from canbeidenti ed by the peaks
spreadaround328.85ms,which correspondo theround-trip

timefor thisTCP o w. Thisvalueis well within the standard
deviation of the measuredound-triptime (thedeviationand

RTT werereportedto be 92.5msand371msby ns-2.

Obsenrethattheplotis ableto shaw theeffectsof bothCBR

0 ws, eventhoughit doesnotreceive ary signalfrom node
1, an end-pointfor both these o ws. The factthatwe can
seeCBR from is even moreinterestingbecausaot
only can the tap not hearthe transmission®f node1 (or

node?2), but thereis no way for the tapto know whennode
3 recevesa pacleteither Soeffectively, thetapneverhears
ary transmissiordirectly relatedto this CBR ow, yet its

peakis oneof the mostprominentpeaks.

This example is a good illustration of the Lomb peri-
odogramsé utility in extracting useful information for de-
tectionof corversationsvenin complex wirelessnetworks
wherethetracemaybequitenoisy(dueto theroutingtraf c,
for example),incomplete(dueto the limited rangeof taps),
andcomplex (dueto aninherentlycomplex MAC layertrans-
missions).In this example the Lomb methodis ableto iden-
tify the key timing parametersf the o ws, andthusreveal
all threelP o ws.

7.1.2 Discussion

This exampleshavs the promiseof Lomb'stechniquefor to
revealingkey o w information,evenwhenthesignaldid not
explicitly containdatafrom transmissionselatedto someof
those o ws. Work with othertraces,somesimulated,some
real,have con rmed this promise.

At thesametime, therearechallenge$n usingLomb.

The rst major challengeis nding waysto explain each
peakin agraph.Evenwith simulatedtrafc (wherepresum-
ably we know or can nd all the time constants)thereare
peaksthat sometimeselude understandsuchas the small
peaksat 100 and66 msin Figure6). Also, we have found
thattheLomb periodograntechniquedenti es differentnet-
work characteristicfor differentnetworks. It is ableto iden-
tify the round-triptimesof the FTP o w in Figure6, but in

a similar experimentusinga wired network highlightedthe
transmissiorintervals ratherthanthe round-triptime. It is

notyetare ned tool.

Finally, thebiggestchallengamightbeto scaletheLomb pe-
riodogrammethodto larger networks. We have appliedthis

techniqueto somelarge publicly available tcpdumptraces,
andfoundthateventhoughtherearesomeprominentpeaks,
it is dif cult to identify the key timings thatthey represent.
Moreover, despitethe fact that Lomb periodogramworks
well in the presencef noise we have foundthatthenoisein
largenetwork tracescanoverwhelmthis methodby reducing
the con dencein prominentpeaks. Developingtechniques
to furtherreducethe effectsof noisein large networksis an
importantchallengdor reducingthis approacho practice.

7.2 Tracking Network Dynamics using Time
Varying Spectra

Until now, we have limited oursehesto collectingthe en-
tire tracefor the full durationof a o w, andanalyzingthe
aggreyatesignalusinga one-dimensionaldescriptionof the
signalonly asafunctionof thefrequeng) representatioof
its spectra.However, thesespectraltechniquege.g.,Lomb
Periodogram)are only valid whenthe underlying process
that generatedhe signalis wide sensestationary’ i.e., its
frequeng contentdoesnot changewith time. Thesetech-
niguesarestill valuablewhenthesignalstatisticsvary slowvly
enoughsuchthatthey arenominally constanbver anobser
vation period which is long enoughto generategood esti-
mates. Thatis why it was appropriateto uselLomb peri-
odogramsfor the analysisof round-trip times or the send
ratesof o wson networkswhosenodesarestatic. Onthese
networks(whichincludesmostof theInternet) the RTT and
meansendratesremainratesremain stableand relatively
constanbver thedurationof individual o ws.

However, in mary scenariosthenetwork and o wsaremore
dynamicin nature.For example,in mobileadhocnetworks,
the nodesare mobile and the topology changeswith time.

Or, evenin astaticnetwork, the objectve maybeto analyze
the evolution of o ws overtime (to detectTCP stabilization
timesetc.). Suchscenariosvherethe network or the ow

characteristicdynamicallychangeequiretechniquesvhich

cantrack changesn the spectrawith time — or candevelop
a time-varyingspectal representationof the signal. Such
two-dimensionatepresentationpermit a descriptionof the
signalcharacteristicshatinvolvesbothtime andfrequeng,

andprovide anindicationof the speci ¢ timesat which cer

tain spectrakomponent®f thesignalareobsened.

Processesvhosespectrachangeswith time, are known as
nonstationaryprocesse$10]. Mary (linear and quadratic)
technique$biave beendevelopedor nonstationargignalpro-
cessinghut of specialimportanceor usaretwo lineartech-
nigues:(1) theShortTermFourier Transformor STFT[11],

which is a natural extensionof the Fourier transformthat

“Wide sensestationary(WSS) usually requiresthat the mean
andautocorrelatior{andin the caseof multiple streamsgrosscor
relation) functionsof the processare constantwith respecto the
thetime anddurationof obseration.



employs shifting temporalwindows to divide a nonstation-
ary signalinto componentover which stationaritycan be
assumedand(2) theWaveletTransform[21], whichis more
comple thanthe STFT, but offersbettertime-frequenyg res-
olution by trading off time resolutionfor frequeng resolu-
tion andvice versa.

In this paper we will userectangulartemporalwindows,
similarto thosein the STFT. Temporalwindows wereintro-
ducedin Section7. In Section7.3,we will usethewindow-
ing techniqueto track topology changesn a network with
mobile nodes.Our generalapproactor analyzingdynamic
networksusingwindowing is asfollows.

The tap traceis divided up into temporalwindows of a
constantduration and spectralestimatesare computedfor
eachwindow. Oftenthe windows areoverlappediy a x ed
percentagéo ensuresmoothboundarytransitionsfrom one
window to the next. The outputvectorfrom spectralanal-
ysis (which can be cepstrum,coherencesgcross-spectral-
densities,or indeedpower spectraldensitiescomputedus-
ing Lomb Periodograms)f eachwindow is stacledtogether
ascolumnsof a two dimensionamatrix, forming animage
with time alongthehorizontalaxisandtheestimategaram-
eter(suchasamplitudeor spectraldensity)alongthe other
Thiskind of representatiois oftenknown asa spectogram
or just gramfor short. In the simplestform, a spectogram
is simply the squaredmodulusof the Short Term Fourier
Transformof a nonstationarsignal. Sincespectrogranef-
fectively plot the spectraasit variesin time, it is usefulfor
discoveringvariationsin o w andnetwork characteristicin
adynamicallyevolving traf c scenario.

Recallthatthe Lomb method,which is relatively new, per
mits the analysisof non-uniformlysampleddata,at the cost
of increasedomputationatompleity. However, therearea
multitude of classicalsignalprocessingechniques thatare
applicableto uniformly sampleddataonly. In orderto ex-
ploit theseplethoraof techniquesin thenext sectionwe will
useuniformly sampledsignalsto analyzethe time-varying
spectrel

7.3 Link and Path Discovery using Coherence

The previous sectiondocuseduponthe analysisof onesig-
nal stream. We now move to the analysisof signalsfrom
multiple trace les in orderto relatetransmission# onelo-
cationwith thoseatanotherIn addition,we will usethewin-
dowing techniqueagain,to capturevariationsin thesesignal
relationships.

If thereis enoughperiodicityin atrace le to show spectral

SMost undegraduatesignal processingexts only discussuni-
form sampling.

®Note that we are currently exploring waysto extend Lomb's
methodto analyzetime-varyingspectrausingwindows.

or cepstralpeaksandif thetransmission®f onesourceare
answeredack by anothersourceat somelayer of the net-
work (suchaswith ACKsin TCP or via the MAC protocols
in awirelessnetwork), thenwe cancomputethe degreethat
thetwo differentsignalsarerelated.

Theproblemin this sectionis to identify all active (one-hop,
or MAC layer)links betweerthevariousnodesn anetwork.

Moreover, wewill now work in amobilead hocwirelessnet-

work. Suchnetworksrequireusto furtherenhanceurtech-
nigue,in orderto dealwith the additionaldynamismintro-

ducedby the mobility of the nodes. We dealwith mobility

by using the techniquesdescribedn Section7.2 for time-

varying spectraandwe discover links by usinga classical
signalprocessindechniquecalledcoheence which canre-

vealrelationshipsetweenwo signals. As we will discuss,
the coherencéetweensignalsfrom the end-hostsnay also
be ableto reveal otherimportantinformationaboutthe o w

betweenthosehosts,suchasthe applicationgeneratinghe

trafc.

The multiple input extensionof the periodogramin Equa-

tion 2 is CrossSpectal Density(CSD) which is essentially

the crossspectrum(the spectrumof the crosscorrelation)
of two randomsequencesTheformulais

— (4)

where denotesthe complex conjugate. The resulting
CSDshaws how muchthetwo spectra and have

in common. If two signalsare randomlyvarying together
with componentsat similar frequenciesand stay in phase
for a statisticallysigni cant amountof time, thentheir CSD

will show peakattheappropriatdrequenciesTwo indepen-
dentsignalsdonotgive peaks.CSDmaybecomple valued,
so the magnitudeof the CSD is generallyusedin the same
way the magnitudeof the PSDis.

Onecancomputea versionof the CSDknown ascoheence
whosevalueis mappedetweerD andl1. Theformulais

(®)

Thisformulationis usefulin situationswherethetypical dy-
namicrangeof spectravould causescalingproblems,such
asin automateddetectionprocessing.Sincethe coherence
is nicely boundedijt allows easierautomation.However, as
we losetheabsolutdevelsof , , and it
shouldstill beusedin conjunctionwith the CSDratherthan
asareplacementCSDandcoherencenayalsobepresented
in gramform in amanneridenticalto thatdiscusse@bove.

CSD and coherenceanswerthe question: what was the
power of the conversationbetweenary two sourcesn the
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Figure 7: CoherenceBetweenNodesin the WirelessNet-
work from Figure5.

network during a certaintime-slice?Furthermoreif we en-
codetransmissiordurationsto amplitude thenthe power of
thepeakswould giveasensef thebandwidthof thecommu-
nicationshetweenthe nodes.We have found this technique
quiteusefulfor discoreringroutingtopologyin wirelessnet-
works.

First we demonstratehe Coherencdechniquewithout the
addedcomplicationof mobility. Figure7 shows theresults
of analyzing30secondsf tracedatafor coherenceThedata
is taken from a simulatedwirelessnetwork with a topology
similar to Figure5. Two simple o ws arepresent.An FTP
from by way of node2, anda CBR from ,
alsoby way of node2. The gure shavs onecoherencelot
for eachpair of nodesin the lower diagonalof the matrix
of nodes. Eachcoherenceplot is labeledCoherence and
shavsthecoherencéetweemodes and . Plotswith vis-
ible peaksindicatestrongercoherencewhich suggestswo-
way transactionghencea corversation). Furthermore the
shape®f thepeaksalsoprovidesinformationwhich mayal-
low us to differentiatethe typesof datatransfers(FTP vs.
CBR,etc.).

One can seethat strong peaksoccur betweennode pairs 2
and0, 2 and1, 3 and0, and3 and2. Thelinks and
arecarryingthe FTPR, andlinks and are
carryingthe CBR. The peaksin Cohergram donotcorre-
spondto a link, but insteadaredueto the factthatthe FTP
transferbetweennodes0 and 3 causethosenodesto inter
actin a strongly periodic patterndueto the ACK feedback
of TCP. Thereis alack of coherencéetweennodes0 and
1 becausehey do not shareary information. We speculate
thatthe coherencéetweemodes3 and1 is dueto thetraf-

Figure 8: CoherggramsShaving Time Varying Coherence
BetweenNodesin the WirelessNetwork from Figure5, due
toamobilenodel. Link/Routingchangesreobsenedat 14
secondand25.5seconds.

¢ periodicity patternof the FTP beingaffectedby the UDP
transmissionbut we have notcon rmed this.

Next, we demonstrateur solutionto theproblemof notonly
discoveringthe topology but trackingtopologyandrouting
changesin mobile networks.

Figure 8 shavs a coheegram generatediy analyzingan-
other30 second®f tracedatatakenfrom the samewireless
network in Figure5, exceptthatnow nodel movesaround
node2 at a constantspeed(while it moves),stoppingfor a
shortduration rst betweemodes) and2, andthenbetween
nodes2 and3. This motioncauseseroutingto occurtwice,
rst at 14 secondsnto the run, andagainat 25.5seconds.
Initially, trafc from is routedthroughnode?2, until
at time 14 secondsnodel getscloseenoughto node3 to
routedirectly. This continueauntil 25.5secondswhennode
1 hascircledfarenoughaway from node3 to resumeouting
throughnode2.

Coherencespectrawere computedfor each512 ms inter
val anddisplayedasatwo-dimensionatime-frequeng gram
whereintensityis proportionalto power atthattime andfre-
gueng (white = low level to black= high level). Theresult
is a gramplot for eachpair of nodes(laid out exactly asin
Figure7). Whenthe coherenceemainssimilar from onein-
tenalto thenext, peakgesolheashorizontalinesin theplot.
However, whenthe network reroutesat 14 secondsindnode
1 begginsto communicatalirectly with node3, thecoherence
peakschangevisibly in Cohergram and Cohergram .
At 25.5secondsthey coherencepeakschangevisibly, and
remainsuchuntil the network resumetheir old form. Sucha
changecouldbe detectedy automatedneans.



8 Conclusions

Theres somethingvery tantalizingabout nding a new way
to look at datatrafc. For instance the experienceof see-
ing coherencdechniquesnapthe patha ow'strafc took
throughthe network, andto recognizechangingcommuni-
cation patternsin a mobile ad-hocnetwork was extremely
exciting.

We startedthis paperwith four questionswe hopedsignal
processindechniquesnightaddress.

Clearly the coherenceechniquegyive usinsightsinto who
is talking to whom, andthe pathstraf c take. We are cur-
rently working on re ning thesetechniquesto larger and
morecomple networks.

TheLomb periodograngivesussomeinsightinto determin-
ing how mary o ws aretraveling over a particularpath: the
peaksn theperiodograntanbeusedo revealfeaturef in-

dividual o ws. Butwe arealongway from usingthatdatato

determinewhich particularapplicationsarein useor which

individual eventscorrespondo a particular o w.

At the sametime theresultsreportedn this paperobviously
raisemorequestionghanthey answer Therearea number
of opportunitiego substantiallye ne algorithmsjncluding:

How bestto encodea traceasa signal? Encodingis a
key partof theanalysigprocessandyet we've only just
begunto exploretheissues.It seemdikely thatdiffer-
ent encodingswill give differentresults,and perhaps
highlight differentaspect®f atrace.

How to separatavheatfrom chaf in theresults?The
Lomb periodogranis a goodexample. Evenfor mod-
estamountsof trafc, it revealsa numberof heavily
usedfrequenciesHow do we identify the frequencies
we mostcareabout?

As mentionedn Section7.2,oftennetwork traf ¢ pro-
ducesnonstationanprocessesywhich requirespecial-
izedtechniquesuchaswindowing andthe Welch Av-
eragePeriodograndescribedn Section7. However,
eventhesetechniqueslsowork well only if the signal
statisticsvary slovly enough atleastwithin theobser
vation time coveredby the window. Anotheralterna-
tive (which we areexploring) is to developtechniques
which do not requirethe signalto be wide sensesta-
tionary at ary time scale. Waveletsanalysisis a rela-
tively new tool in signalprocessinggevelopedonly in
1980s[21], andthey areapplicableto completelynon-
stationarysignals. We are exploring the use of such
techniquedor discoveringtime varyingnetwork prop-
erties.

Thetechniqueén Section7.3allow usto discoverlinks
in networks, which, at leastgivesa goodindicationof
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the topology of the network, even asit changeswith

time. However, it still requiressubstantiabnalysisto

move from this link topologyto actuallypredictingthe
routesthat the pacletsof the various o ws follow, be-
tweenvariousend-hostpairs. We are exploring ways
to simultaneoushapplyinggraphtheoreticalgorithms,
knowledgeof network routingprotocols andour signal
processingalgorithmsto discover the routing tables,
given minimalknowledgein the form of taptraces.If

successfulthiswouldbeamajorstepbecausé would
meanthat routing tablesof a network canbe discov-

ered,given only the times (and possiblydurations)of

thenodetransmissions.

Finally, given that thesetechniquesappearto work,
what can we do to hide trafc patternsfrom them?
What(possiblynew) techniqueshouldwe useto make
traf ¢ lessvulnerableto this sortof trafc analysis?
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